S. Hrg. 107-557

RUSSIA AND CHINA: NONPROLIFERATION
CONCERNS AND EXPORT CONTROLS

HEARING

BEFORE THE

INTERNATIONAL SECURITY, PROLIFERATION AND
FEDERAL SERVICES SUBCOMMITTEE

OF THE

COMMITTEE ON
GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

ONE HUNDRED SEVENTH CONGRESS
SECOND SESSION

JUNE 6, 2002

Printed for the use of the Committee on Governmental Affairs

&

U.S. GOVERNMENT PRINTING OFFICE
80-604 PDF WASHINGTON : 2003

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



COMMITTEE ON GOVERNMENTAL AFFAIRS
JOSEPH 1. LIEBERMAN, Connecticut, Chairman

CARL LEVIN, Michigan

DANIEL K. AKAKA, Hawaii
RICHARD J. DURBIN, Illinois
ROBERT G. TORRICELLI, New Jersey
MAX CLELAND, Georgia

THOMAS R. CARPER, Delaware
JEAN CARNAHAN, Missouri

MARK DAYTON, Minnesota

FRED THOMPSON, Tennessee
TED STEVENS, Alaska

SUSAN M. COLLINS, Maine
GEORGE V. VOINOVICH, Ohio
THAD COCHRAN, Mississippi
ROBERT F. BENNETT, Utah
JIM BUNNING, Kentucky
PETER G. FITZGERALD, Illinois

JOYCE A. RECHTSCHAFFEN, Staff Director and Counsel
RICHARD A. HERTLING, Minority Staff Director
DARLA D. CASSELL, Chief Clerk

INTERNATIONAL SECURITY, PROLIFERATION AND FEDERAL SERVICES
SUBCOMMITTEE

DANIEL K. AKAKA, Hawaii, Chairman

CARL LEVIN, Michigan

ROBERT G. TORRICELLI, New Jersey
MAX CLELAND, Georgia

THOMAS R. CARPER, Delaware
JEAN CARNAHAN, Missouri

MARK DAYTON, Minnesota

THAD COCHRAN, Mississippi
TED STEVENS, Alaska

SUSAN M. COLLINS, Maine
GEORGE V. VOINOVICH, Ohio
ROBERT F. BENNETT, Utah
PETER G. FITZGERALD, Illinois

RICHARD J. KESSLER, Staff Director
DENNIS M. WARD, Minority Staff Director
BRrIAN D. RUBENS, Chief Clerk

1)



CONTENTS

Opening statements: Page
Senator ARAKA .......ccccciiiiiiiiiiiiiee ettt
Senator ThOMPSON .......cccccviiiiiiieiiiieeeeiiee et e et e e et eesareeesaaeeesssneens 2

Opening prepared statement:

Senator COCRIAN .......ccccooiiiiiiiiiiieieeeee et e 33
WITNESSES

THURSDAY, JUNE 6, 2002

John S. Wolf, Assistant Secretary, Bureau of Nonproliferation, Department

OF SEALE .ttt ettt e beeaeas 4
Matthew S. Borman, Deputy Administrator, Bureau of Industry and Security,

Department of COMIMETCE .........ccccveieeviieeeiiieeirieeeiieeesireeeeveeeeeeeeesaeeeessseeesnnes 6
Leonard S. Spector, Deputy Director, Center for Nonprolifeation, Monterey

Institute for International Studies .........c.cccciiiiiiiiiiiiiiiince, 19
David Albright, President, Institute for Science and International Security ..... 21
Gary Milhollin, Executive Officer, Wisconsin Project for Nuclear Arms Con-

150 ) KPP P PP P TUPORPPTOPPPRUPTRPRRPPRORt 23

Albright, David:

T@SEIMOTLY ..eeeeviieeeiiieeeireeeeieeeeeteeee e e e s tr e e e tae e e aaaeeesseeesssseeeesssaesssaeeasseeennnes 21

Prepared Statement ...........ccoceeiiiiiiiiiiieieeee e 51
Borman, Matthew S.:

TE@SEIMOTLY ..eeievriieeiiieeeiteeeeieeeeste e e et eeestr e e e taeeesabeeeesseeesssseeassssesessaeeasseeennnes 6

Prepared Statement ...........coocieiiiiiiiiiiieieeee e 39
Milhollin, Gary:

TE@SEIMOTLY ..veievriieeiiieeeireeeeteeeeete e e et e e e s tree e taeeesaseeeasseeesssseeaassseeessaeeassseesnnnes 23

Prepared statement 56
Spector, Leonard S.:

TE@SEIIMOTLY ..veievrieeeiiieeeirieeiieeeesteeeeete e e et e e e taeeesaaeeeesaeeesssseeassssesessaeeasseeennnnes 19

Prepared statement with an attachment .............ccoccoeviiiiiiiiniiiniiiniieee 44
Wolf, John S.:

T@SEIMOTLY ..veeeviiieeiiieeeiteeeeieeee e e e e reeeetree e baeeesasaeeesseeesssseeassssesassaeeasseeennnnes 4

Prepared Statement ...........ccoceeiiiiiiiiniieieeee e 34

APPENDIX

Questions for Assistant Secretary Wolf from:

Senator Akaka ... 61

Senator Cochran .... 67
Questions for Mr. Borman from:

Senator AKAKA ........ccocciiiiiiiiiiiiiiceec s 71

Senator Cochran with attachments ...........ccocccoiiiiiiiiiiie, 74
Questions for Mr. Albright from:

Senator COCRIAN .........cccoeiiiiiiiiiiiiiieet et 88
Questions for Mr. Milhollin Albright from:

Senator COCRIAN ........ccoiiiiiiiiiiiieieeeee ettt et e 91

(I1D)






RUSSIA AND CHINA: NONPROLIFERATION
CONCERNS AND EXPORT CONTROLS

THURSDAY, JUNE 6, 2002

U.S. SENATE,
INTERNATIONAL SECURITY, PROLIFERATION AND
FEDERAL SERVICES SUBCOMMITTEE,
OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 2:35 p.m., in room
SD-342, Dirksen Senate Office Building, Hon. Daniel K. Akaka,
Chairman of the Subcommittee, presiding.

Present: Senators Akaka, Carper, and Thompson.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. The Subcommittee will please come to order.
Good afternoon, and welcome to our witnesses and all of you here
this afternoon.

Today’s hearing will examine how well Russia and China comply
with nonproliferation agreements and enforce export controls. We
are holding this hearing on the eve of what the whole world fears
could be a nuclear war between India and Pakistan. These states
conceivably would have never developed nuclear weapons or the
means to deliver them without assistance from Russia and China.

President Bush has labeled Iran, Iraq, and North Korea an axis
of evil, because of their weapons of mass destruction and their aspi-
rations. Last month, John Bolton, Undersecretary of State for Arms
Control, singled out Syria, Libya, and Cuba in his speech entitled
“Beyond the Axis of Evil.” Naming names of rogue states is only
one side of the story.

For every state seeking to buy or build a WMD capability, there
is also a state enabling it to do so. We have and should spend some
time discussing emerging proliferant states and second-tier sup-
pliers. But to make a real difference, nonproliferation must start
with Russia and China, the major suppliers to proliferant coun-
tries.

Since 1992, the United States has sanctioned Russian entities
more than six times for the illegal export of missile and nuclear
technology, and chemical and biological dual-use equipment. The
United States has sanctioned Chinese entities at least six times, in-
cluding a few weeks ago for violations of the 2000 Iran Non-
proliferation Act. Some of the named Chinese entities have been
sanctioned before.

Multilateral export control agreements, diplomacy, and sanctions
are the tools the United States has used to address the supply side
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of proliferation. They are imperfect instruments in fighting the
spread of weapons of mass destruction, in part because two coun-
tries, Russia and China, do not seem to share our view of the dan-
gers, nor are they willing to enforce their pledges to prevent pro-
liferation.

Both Russia and China claim to have export controls and agen-
cies in place. Both can legitimately claim that the sheer size of
their industrial base, new administrative agencies, growing private
export companies, and confusion over new laws make it hard for
them to implement controls. But time and time again, the United
States identifies the same companies and the same individuals in-
volved in illegal activities. It is these companies, these individuals,
and occasionally government officials, who proliferate.

Sometimes they do so illegally, but in many instances, we are
discussing transfers of restricted items that have been condoned by
official agencies.

Our witnesses today will discuss the different issues surrounding
this important topic. I would like to thank our administration wit-
nesses on the first panel for being with us today. Ambassador John
Wolf is the Assistant Secretary of State for Nonproliferation. He
has been asked to discuss Russian and Chinese participation in
multilateral export control agreements and whether current pro-
liferation concerns are consistent with their compliance to these
agreements.

Matthew Borman is the Deputy Administrator for the Bureau of
Industry and Security in the Department of Commerce. He will ad-
dress the export control regimes of Russia and China, and U.S. as-
sistance to their programs.

These are difficult issues, especially in light of our expanding
diplomatic relations with both of those countries. But these are
guestions that need to be asked if we are to find ways to make it

etter.

Senator AKAKA. At this time, I would like to yield to my friend
and colleague Senator Thompson.

OPENING STATEMENT OF SENATOR THOMPSON

Senator THOMPSON. Thank you, Mr. Chairman, and thank you
for that excellent opening statement. I think you are right on point.
And with your indulgence, I will make a couple of comments.

I think this is an extremely important hearing. Back a few years
ago, back in the 1990’s, when we would have hearings in this Sub-
committee, the Judiciary, and other committees to talk about a fel-
low by the name of Osama bin Laden and al Qaeda, and the threat
that he posed to this Nation, and the fact that the American people
were not being told all that they needed to hear about that. The
attendance by Members of the Committee was not very great. The
attendance by the press was not very great. There may have been
some mention in the press the next day following the hearing. That
is kind of the pattern of what was going on back in those days.

I hope that we are not having a replay of that. I hope that in
years to come we do not look back and, instead of Osama bin
Laden, we can substitute the name of any particular rogue nation
that could do to us what bin Laden did to us on September 11.
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This hearing is important because it goes to the heart of the
issue of terrorism. While September 11 apparently was not carried
out by a nation state, all of the threats that we have been hearing
about for many years now, and we will hear about again today, are
still as prevalent and more so than ever before. Just because we
were attacked one way one time does not mean that we will not
be attacked in a much more devastating way at another time by
a nation state or those who are working in concert with a nation
state.

Russia and China are clearly proliferators. They are clearly mak-
ing this a more dangerous world. They are proliferating technology,
know-how, and capability for nuclear programs and missile pro-
grams to rogue states and others. They have outfitted Pakistan
soup-to-nuts as far as their missile program is concerned, entire
missile systems.

We would not have a crisis today in Pakistan had it not been for
Chinese policies over the last several years. They continue to sup-
ply Iran, who may be as dangerous to us. In retrospect, we may
conclude that Iran is as dangerous to us as Iraq. And they continue
apace in their activities, continuing to develop long-range missile
capabilities, with the carrying out of their Shahab III missile and
other nuclear capabilities, which they claim they need domestically
in that sea of oil that they are sitting on, for their energy supply,
which can so easily be diverted.

But I think the hearing is also important because it is going to
point the finger at some of our policies in this country that we have
had now for some years and continue. It is as if we really do not
know what to do about this situation, because clearly we know
what these countries are doing. We are trying to be friends with
Russia and China, and we are also trying to get them to move to-
ward more moderate behavior.

And we sanction their companies from time to time. It has done
absolutely no good. We catch the same companies doing the same
thing. They are not concerned with our sanctions. Our sanctions do
not even address the things that might even concern these compa-
nies.

Clearly, with regard to at least some important parts, the na-
tions themselves, the leaders of China and Russia, are aware of
very important things that are going on in terms of proliferation
activities.

A second set of policy issues has to do with our own export con-
trols. The United States supplies technology in the form of high-
speed supercomputers that, as one of our witnesses will point out,
is very helpful in terms of designing nuclear weapons and missiles.
We send that to China. China in turn assists Pakistan and Iran
with regard to their nuclear and missile capabilities. So maybe
someone can explain to me what sense that makes. But that has
been our Nation’s policy now for some time, and it is today.

So I think the American people should know this. The American
people should understand what Russia and China are doing, that
they continue apace, that they will continue to do this. They will
continue as we reach out to them and try to assist them, in the
case of Russia; as we try to bring them into 21st Century trade
patterns, in the case of WTO in China; that they are becoming
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more and more a threat to world peace; and that our policies in at-
tempting to deal with this are simply not working; and that we
neecll{ to get about the business of trying to figure out what might
work.

So for all these reasons, this is a very important hearing. And
I appreciate your having it, Mr. Chairman, and I thank you.

Senator AKAKA. Thank you very much, Senator Thompson. Sen-
ator Carper.

Senator CARPER. Thank you, sir. I have no comments, and I am
just here to hear these witnesses. I look forward to their testimony.

Senator AKAKA. Thank you very much. We are glad you are here.

At this time, I would like to call on Ambassador Wolf for your
statement. Will you please proceed?

TESTIMONY OF JOHN S. WOLF,! ASSISTANT SECRETARY,
BUREAU OF NONPROLIFERATION, DEPARTMENT OF STATE

Mr. WoLF. Thank you very much, Mr. Chairman, Senators. It is
my privilege to testify on behalf of the Department of State on the
important subject of proliferation concerns with Russia and China.
I have a longer statement, that I would request be entered into the
record, that addresses a number of the questions that you posed.

Ser(liator AKAKA. Your full statement will be included in the
record.

Mr. WOLF. But let me first mention a few of the highlights.

I have just returned from a most recent trip to Europe over the
weekend, and I was delighted to hear in Berlin and in Brussels at
the European Union and at NATO that they share our view that
proliferation is one of the two galvanizing threats that confront Eu-
rope. It is good to hear the views, but the challenge with our part-
ners in Europe and around the world continues to translate to in-
creasing understanding into a much more effective action, as Sen-
ator Thompson was describing, action that will complement and
supplement a variety of actions that the United States is taking in
multilateral regimes, in our plurilateral relationships, bilaterally,
and, in some cases, unilaterally.

Nonproliferation is one of the most important and complex of
America’s foreign policy challenges. The President describes non-
proliferation not as one of many issues in our foreign policy but as
a central, focused issue around which other things revolve. And
this is one of those, like the war on terrorism, where one needs to
choose sides. You cannot sit on the fence.

Now both Russia and China have helped in important ways in
the fight against terrorism in the wake of the September 11 at-
tacks. Yet, significant differences remain between us on critical
nonproliferation issues. I would like to outline our concerns and de-
scribe some of the steps that we have been taking to deal with the
problems.

I turn first to Russia, where the President’s visit last month ce-
mented important parts of a new strategic arrangement that we
seek to reach. In addition to the dramatic treaty on reducing stra-
tegic offensive weapons, which will shortly be before the Senate,
Presidents Bush and Putin agreed to intensify efforts to combat the

1The prepared statement of Mr. Wolf appears in the Appendix on page 34.
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spread of weapons of mass destruction. They went on to Rome for
the creation of the new NATO-Russia Council, which will also ad-
dress proliferation questions. And in implementing our efforts, suc-
ceeding would be a major contribution to U.S. national security as
well as to global security.

But despite our deepening and our positive strategic dialog, we
remain concerned that Russian entities are providing proliferant
states with weapons of mass destruction and missile-related tech-
nology. Russian entities continue to engage in WMD and missile-
related cooperation with a number of programs in proliferant coun-
tries such as Iran, Libya, and Syria. In addition, Russia is also a
major supplier of advanced conventional weapons for these states.

We have been working with the Russian Government for several
years to help cement its export controls and enforcement. This as-
sistance played a significant role in creating the legal foundation
for export controls that is now in place in Russia.

Ultimately, however, the Russian Government must demonstrate
the political will and devote the necessary priority and resources to
use these capabilities effectively to stop illicit transfers, as well as
to set responsible policies for what constitutes legitimate transfers.
It has not done so yet, and we continue to press Moscow to dem-
onstrate such a commitment.

With regard to China, it too is a partner in the fight against ter-
rorism. The President signaled this during his visit to Beijing this
spring, as well as his desire to develop a broader relationship. But
notwithstanding this and the important steps that Beijing has
taken through commitments to multilateral proliferation regimes
and bilateral arrangements with us, and the announcement that
they would promulgate a variety of chemical-, nuclear-, and mis-
sile-related controls, we continue to have concerns about their non-
proliferation behavior. The controls that they have announced for
the most part are announcements, but they are not actual laws.
They need to be laws, they need to be known, and they need to be
enforced.

We are particularly concerned that China complies fully with its
various pledges not to provide assistance to any unsafeguarded nu-
clear facilities or programs anywhere. We are concerned as well
over possible interactions between Chinese and Iranian entities,
despite China’s 1997 pledge to end its nuclear cooperation with
Iran. Chinese entities’ assistance to chemical programs in Iran and
missile programs in Iran, Pakistan, and elsewhere has been a per-
sistent problem.

In the past 6 months, we have imposed sanctions on five entities
for sale of items that assisted covert chemical or biological weapons
programs. There are other laws that come up periodically, and
there are other cases that are under active investigation.

China has failed to implement its November 2000 commitment
not to assist in any way any country in the development of Missile
Technology Control Regime-class missiles capable of carrying nu-
clear weapons. It continues to export dual-use missile-related items
to several countries of proliferation concern. This has been the sub-
ject of a number of high-level discussions between U.S. and Chi-
nese officials.
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In short, there is a continuing gap between China’s commitments
and its implementation of those commitments. And we remain con-
cerned about this, as we do about the gaps and loopholes in China’s
export controls and about China’s ability to effectively enforce
them. President Bush made clear at the time of his summit that
fulfillment of nonproliferation commitments would be a major fac-
tor in determining how far a new U.S.-China relationship can de-
velop. It is the same point that the President made last month dur-
ing the summit in Moscow.

We are expanding our broad relationship. There are many posi-
tive aspects. But with Russia, like with all of our friends, the
issues of nonproliferation are significant issues, and they limit the
ability of the United States to expand into new areas that would
be of mutual benefit.

The bottom line, Mr. Chairman, is that with both Russia and
China, we are working to develop broad, new relationships, among
other things, that will enable us to combat terrorism and the
spread of weapons of mass destruction.

We seem to agree that terrorism and weapons of mass destruc-
tion are threats to each of us and to the world collectively. The
United States and a number of its friends and allies are taking
concerted action in a variety of ways to stem these threats. We are
working to strengthen the export control regimes, like the Missile
Technology Control Regime. We are working for more effective en-
forcement of the Non—Proliferation Treaty and strengthened IAEA
safeguards.

But cooperation from China and Russia is inconsistent. Policy
implementation does not match public or private assurances, and
trade by entities in each country is contributing directly and sig-
nificantly to precisely the threats that the Russian and Chinese
Governments say they oppose.

I would be delighted to expand further in questions and answers
and specifics in relation to your questions, Mr. Chairman, or in my
written text. Thank you very much.

Senator AKAKA. Thank you very much for your statement, Am-
bassador Wolf.

Mr. Borman, will you please proceed with your statement?

TESTIMONY OF MATTHEW S. BORMAN,' DEPUTY ADMINIS-
TRATOR, BUREAU OF INDUSTRY AND SECURITY, DEPART-
MENT OF COMMERCE

Mr. BORMAN. Mr. Chairman and Members of the Subcommittee,
thank you for the opportunity to testify at this hearing.

The effectiveness of the export control systems of Russia and
China is an important subject made even more important by the
events of September 11. The Subcommittee is to be commended for
its attention to this topic.

My oral testimony will describe the dual-use export control sys-
tems of Russia and China and the status of our assistance efforts
with those countries. My descriptions are based on the Department
of Commerce’s involvement in those assistance programs.

1The prepared statement of Mr. Borman appears in the Appendix on page 51.
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Russia’s current dual-use export control system has continued to
evolve since its beginning in the early 1990’s. Russia is a member
of the Wassenaar Arrangement, the Nuclear Suppliers Group and
the Missile Technology Control Regime. Russia is also a member of
the Exporters Committee, commonly called the Zangger Com-
mittee, under the nuclear Non—Proliferation Treaty. Russia is not
a member of the Australia Group. Russia is a state party to the
Chemical Weapons Convention and the Biological Weapons Con-
vention.

In summary, Russia has, for export controls an export control
law that covers the export of dual-use items; implementing regula-
tions, including control lists and catchall controls; interagency re-
view of export license applications; an outreach program to inform
exporters of their responsibilities under Russia’s export control sys-
tem; and, I would say, limited enforcement capability.

Russia enacted its basic export control law in 1999. It provides
the authority to control the export of all the items that are on the
four multilateral regime lists, plus chemicals subject to the Chem-
ical Weapons Convention. It also provides various other authori-
ties, including the authority to have a catchall control, and, in the
related criminal administrative codes, penalties for violations.

Russia has put significant amount of effort into educating its de-
fense enterprises on Russia’s export control requirements, and the
United States has worked with Russia and nongovernmental orga-
nizations to help facilitate that.

Russia’s export control system is currently enforced by a com-
bination of agencies: The customs service, the intelligence service,
and the federal prosecutors. Russia has recently indicated to us
that they are interested in beefing up their enforcement and in
particularly looking at administrative enforcement mechanisms.
And in our own experience, administrative enforcement is a critical
part of an effective export control system.

As Ambassador Wolf has mentioned, we have had an ongoing ex-
port control cooperation program with Russia for several years
now. In the first few years, it was actually more of an exchange of
information. And certainly, we had to overcome some skepticism on
the part of Russian officials and exporters that the United States
was not really pushing export controls to preserve market shares
and market advantage for U.S. companies. I think we are well past
that, but clearly there is a lot that Russia still needs to do.

As I mentioned, a large part of the effort has been educating
Russian defense enterprises on Russia’s export control system.
Today under this program, several hundred Russian defense enter-
prises have at least gone through a first round of training, if you
will. And a recent study of that particular part of the program, the
outreach program, by the University of Georgia indicates that it
has had some effect. It has at least given exporters in the defense
enterprises a basic knowledge of Russia’s export control system.
Clearly, they need to do more training.

One other thing I would like to mention on our cooperation with
Russia, the Department of Commerce does have an export control
attache stationed in Russia. That person has several responsibil-
ities, one of which is to do end-use checks when U.S. goods are ex-
ported into Russia. But another important responsibility of our at-
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tache is to work with Russian officials, particularly the export con-
trol enforcement officials, and provide information on ways that
they might improve enforcement of their own export control sys-
tem.

Turning to China, I have less to say about China. The U.S. Gov-
ernment has not had an ongoing export control cooperation pro-
gram with China. We have had some limited bilateral meetings
over the past few years, but those have really only been very basic
exchanges of information. China is not a member of any of the mul-
tilateral export control regimes, save the Zangger Committee,
which is for nuclear trigger list items.

As Ambassador Wolf has mentioned, China has promulgated
some export control regulations, but we have not really engaged in
any dialog with them as to what those really mean or how they are
implemented.

With that, I think I will conclude my oral testimony, and, again,
also be happy to answer questions.

Senator AKAKA. Thank you, Mr. Borman. Your full statement
will be included in the record.

Mr. BORMAN. Thank you, Mr. Chairman.

Senator AKAKA. We have some questions for you.

Ambassador Wolf, the 2001 unclassified report to Congress on
the acquisition of technology relating to weapons of mass destruc-
tion and advanced conventional munitions has a quote I would like
to read. The Central Intelligence Agency states that, “With respect
to Pakistan, Chinese entities in the past provided extensive sup-
port to unsafeguarded as well as safeguarded nuclear facilities,
which enhance substantially Pakistan’s nuclear weapons capability.
We cannot rule out some continued contacts between Chinese enti-
ties and entities associated with Pakistan’s nuclear weapons pro-
gramdsubsequent to Beijing’s 1996 pledge and during this reporting
period.”

If there are such contacts between Chinese entities and Pakistan
on nuclear weapons, Ambassador Wolf, do you believe such con-
tacts would have to involve official Chinese entities and individ-
uals? Do you believe that China continues to provide assistance to
Pakistan’s nuclear weapons program? And if so, what type of as-
sistance?

Mr. WoLF. I think, Mr. Chairman, that I will stand with what
you read from the 721 report. This is an open hearing. And the De-
partment of State certainly concurs with the sentence that you
read that we cannot rule out some unspecified contacts between
Chinese entities and entities involved in Pakistan’s nuclear weap-
ons development program.

Nuclear weapons tend to be a fairly regulated activity. But here,
it would not be helpful, I think, to speculate beyond the language.

We are concerned. We have had conversations with China. We do
believe that it is absolutely essential that China live up to all of
the nonproliferation commitments it has given, none more impor-
tant than the set of nuclear commitments, not only in terms of pro-
viding no help to any program or activity that is absent safeguards,
but also its commitments vis-a-vis Iran not to provide any assist-
ance to Iran beyond the two very limited projects that were, for all
intents and purposes, grandfathered in 1997.
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As long as you have read from the Central Intelligence Agency’s
report, I think it is important to note, Mr. Chairman, that it does
actually provide an encyclopedic view unclassified, sometimes with
classified and sometimes not classified annexes to the Congress.
But I think we are one of the few countries in the world that actu-
ally puts its cards down on the table.

It does not solve the problems that you and Senator Thompson
have described, but I think it helps in the education of the public.
And that has been one of our challenges as we work our way
through our allies, trying to raise their appreciation of the risks
that proliferation poses to them. So we use this report and we use
our contacts to try and get this up in the agenda dealing with non-
proliferation.

To go back to what you all were saying, it is not something we
will achieve alone, because the dual-use technology that is avail-
able not only from the United States or Western Europe but in-
creasingly from middle-tier countries makes the challenges that we
all face that much more difficult. Countries that were receivers of
technology, buyers of technology, now some have become exporters
of technology.

Senator AKAKA. I do not think you have covered that part on
whether you believe that China is assisting Pakistan.

Mr. WoLF. We believe that—we are still concerned that entities
may be involved in their nuclear weapons development.

Senator AKAKA. Ambassador Wolf, the same report states that,
“President Putin, in May 2000, amended the presidential decree on
nuclear exports to allow the export in exceptional cases of nuclear
materials, technology, and equipment to countries that do not have
full-scope IAEA safeguards. The move could clear the way for ex-
panding nuclear exports to certain countries that do not have full-
scope safeguards, such as India.”

Are there any indications of continued Russian official contact
with the Indian nuclear weapons program or assistance to the mili-
tary side of the Indian nuclear program?

Mr. WoLF. Mr. Chairman, I think it is important to clarify that
India is a rather different case on various lists than the way in
which it appears in the 721 report.

But it is clear India developed and, for the most part, developed
its own indigenous nuclear capability. This paragraph has to do
specifically with Russian assistance to the civilian side of India’s
nuclear establishment.

There is nothing in this report that suggests that there is Rus-
sian assistance to India’s nuclear weapons capability. There is on-
going contact, both in terms of nuclear fuel supply and items below
the NSG trigger list level, between Russia and India. There are
contracts for the sale of additional nuclear reactors.

But India does not have full-scope safeguards. This has been an
item of very active discussion in the Nuclear Suppliers Group, and
we will not let it go.

Senator AKAKA. Before I defer to Senator Thompson for his ques-
tions, I have a question for Mr. Borman.

In your testimony, you state that discussions between the United
States and China on export controls have been limited. Why have
only modest steps been taken to help China identify problems in
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their export control systems? Is it because of Chinese reluctance to
seek outside advice? Or have we been reluctant to take action?

Mr. BorRMAN. Well, in my experience at least, it is probably been
more the former. Clearly, to have this kind of cooperation program,
you have to have two governments that are interested in moving
forward. And I have not seen that indication, although the State
Department may want to comment on that as well.

Mr. WoOLF. I might add a little bit, Mr. Chairman, because I have
had an active dialog with certain Chinese officials, but it has not
gotten as far as we would like.

In the context of our discussions, and especially about the No-
vember 2000 Missile Technology Control Agreement, China agreed
to publish comprehensive export controls for missiles. During the
course of our dialog about the lapse or breach of that agreement,
we have also had a chance to hear that China intends to expand
its current controls on Australia Group-related export items and,
indeed, to make their export lists compatible with the Australia
Group. We are not aware that the law or a regulation on CBW has
been promulgated.

Similarly, they have told us that they intend to publish lists that
would be compatible with the MTCR annex items. That had been
tied up in the discussions of the November 2000 agreement. In fact,
in some conversations, it has appeared that maybe it is not now.

The point for us is that China does not promulgate new export
control lists as a favor to the United States or to the Australia
Group or to the MTCR partners. China’s policy, as declared from
the highest levels, is a policy that opposes proliferation. And a pol-
icy that opposes proliferation needs to be backed by rigorous regu-
lations and rigorous enforcement of the regulations. It is not
enough just to have the regulations; they need to be enforced. By
enforcement, it is not enough to just catch somebody and tell them
not to do it again; there need to be judicial sanctions.

So as we look at the direction that China is going, we are encour-
aged by what we hear from every level of the Chinese Government
about commitment to nonproliferation. But we are not as encour-
aged by the fact of what is there in terms of the legislative and ad-
ministrative arrangements. And we are certainly quite less satis-
fied with the enforcement, because, as in the CIA’s report, Chinese
entities are active all around the world.

Now, does that or does that not have the government’s endorse-
ment or support? We cannot answer that question as easily as we
can answer the point that enforcement is insufficient to prevent
Chinese entities from selling goods and services to proliferators in
a way that significantly enhances those proliferators’ programs.

Senator AKAKA. Are there any other comments you would like to
make, Mr. Borman?

Mr. BORMAN. Well, I guess to amplify a little bit of what Ambas-
sador Wolf said. In the program we have had, at least with Russia
and some other countries, you initially have a political commitment
to engage in cooperation and then from that flows the more tech-
nical discussions. As you have heard, we are not to that point yet
with China.

Mr. WoLF. With Russia, for instance, we have experts who sit
down. They review the list. We are working with Russia in a vari-
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ety of ways, in terms of working with the export control part of the
economic development ministry on things like enhancing com-
munications, expanding export control outreach, as Mr. Borman de-
scribed, but also education for judges and prosecutors and legisla-
tors. We are helping to install specialized radiation detection equip-
ment at a number of border posts. And we are engaging in a broad-
er set of export control talks, including on nuclear-related exports.

With Russia, we have that opening. With China, we are inter-
ested in expanding our discussion, but it takes two hands to clap.

Senator AKAKA. Thank you, Senator Thompson, for your ques-
tions.

Senator THOMPSON. Thank you, Mr. Chairman.

I hardly know where to start. It is clear that the State Depart-
ment and our export folks are doing what they can in order to try
to get Russia and China to come up with some regimes of enforce-
ment. Of course, I guess it was 1999 that Russia passed an export
control law. China has issued some regulations and so forth.

Ambassador, I realize that you have to be diplomatic. You are
working with these people. And to the extent that you can get them
to come up with these regimes and comply maybe sometimes with
these regimes, more power to you.

And the same with you, Mr. Borman.

But we have seen here for several years now the State Depart-
ment and their export folks in Commerce and so forth proceed
along on the basis of taking at apparently face value these political
statements made from the highest authority. Taking at face value
their statements that they really do want to control all this stuff.
Apparently, this administration is adopting that same approach.
And I find it disconcerting, to say the least.

We have all seen the classified information. We have to rely on
what is on the public record, and I look at the public record and
see things like this. According to a February 2002 unclassified
summary of the Director of the Central Intelligence report to Con-
gress on the acquisition of technology relating to weapons of mass
destruction, Russian entities continue to supply a variety of bal-
listic missile-related goods and technical know-how to countries
such as Iran, India, China, and Libya. Iran’s earlier success in
gaining technology and materials from Russian entities has helped
to accelerate Iranian development of Shahab III, a missile with a
capability to hit Israel. And continuing Russian assistance likely
supports Iranian efforts to develop new missiles and to increase
Tehran’s self-sufficiency in missile production.

In January 2000, Moscow approved a draft cooperative program
with Syria that included civil use of nuclear power. Broader access
to Russian scientists and Russia’s large nuclear infrastructure
could provide opportunities to solicit fissile material production ex-
pertise and other nuclear-related assistance if Syria decided to pur-
sue nuclear weapons. During the first half of 2001, Russian entities
remained a significant source of dual-use biotechnology, chemicals,
production technology, and equipment for Iran.

With regard to China, obviously they do not view export controls
as a national priority, to say the least. They use them as a bar-
gaining chip and have basically told us that as long as we continue
supporting Taiwan, and we will not approve satellite sales and sat-
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ellite launches, they are going to continue to do pretty much as
they please and have.

The administration in September 2001 imposed sanctions on two
companies that were found to have transferred ballistic missile
goods and technologies to Pakistan. More recently, in January of
this year, the administration imposed sanctions on three more Chi-
nese companies for transferring chemical and biological technology
to Iran. The CIA Director reports that the PRC remains a key sup-
plier of technology inconsistent with proliferation goals, particu-
larly missile or chemical technology transfers. China contributes to-
ward trends and more ambiguous technical assistance, indigenous
capabilities, and longer range missiles and secondary proliferation.

Most recently, China has reportedly assisted Pakistan in the de-
velopment of its Shaheen II two-stage solid fuel medium-range bal-
listic missile. In addition, firms in China have provided dual-use
missile-related items, raw materials, and/or assistance to several
other countries of proliferation concerns such as Iran, North Korea,
and Libya. Chinese firms continue to be suppliers of dual-use
chemical weapons production equipment and technology to Iran.

I submit to you that is not cause for optimism. It is clearly a con-
tinuation, if not acceleration, of what we have been seeing over a
period of years now.

It is clear that, in terms of Russia’s situation, they lack re-
sources. They lack expertise. I think you point those things out.
And specialists, in some ways. We are trying to help them there.
We should. It is not like every item that they made, they send to
someone who is a bad actor. We are assisting them with our Nunn—
Lugar program and trying to do something with regard to the nu-
clear stockpile.

But when it comes to the bottom line and they are making
money, they clearly continue to do these things and make the
world a more dangerous place.

I understand the position of both of you gentlemen. That is why
I am doing what I hate for us to do, and that is to make statements
instead of asking questions. But I can just express that I hope that
deep down inside you really do understand that what these high-
level officials of these two countries say about proliferation is vir-
tually meaningless, and what they agree to do is virtually mean-
ingless when it comes to them and their national interests.

Over the years, you could almost say the same thing about our
European friends. I am glad you feel optimistic coming back from
talking to our EU friends, but their history there, when profits
were at stake, has been terrible. I mean, some of our friends in the
EU are in the process now of helping break sanctions on Saddam
Hussein.

I just think that it is good to have these public forum discus-
sions. You may disagree with most of what I say, but I am talking
about the public record and similar hearings that we have over the
years, and I am saying that the world continues to be a more dan-
gerous place. We continue to try to figure what to do about it, but
we are not making much headway with regard to the two most
prominent and persistent proliferators in the world, Russia and
China.
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I am not saying that you gentlemen need to come in here within
a year or so and solve all these problems that have been developing
over several years. I am just saying that we would be very naive,
and it would be very dangerous for us to assume that things are
getting better, because things are getting worse.

Mr. WoLF. Maybe I should take that as a question: Do we agree?

Senator THOMPSON. That’ll do. [Laughter.]

Mr. WoOLF. Let me say that I think some things are different in
this administration, and we are not particularly diplomatic. I will
refer you to our European friends, or I will have John Bolton come
up and explain.

But we are not particularly diplomatic. The President has been
very clear, starting with his speech at the State of the Union, and
in every contact that we have with our friends on whom we are
hard, and those who are not as friendly, and those who are on the
other side. And we are not diplomatic with them. There are no
game preserves. We do not rule certain countries in and out. We
did sanction China a month before the President was to go to
Shanghai. We have sanctioned entities.

Senator THOMPSON. Chinese companies.

Mr. WoLF. We are continuing to sanction entities. I do not be-
lieve, actually, that Russia lacks resources or expertise. I think
they lack will. But I think things have changed in Russia.

Two years ago, I was the negotiator for Caspian energy. On Cas-
pian energy, the reception that the United States received in the
Caspian region is unlike the reception that the U.S. military re-
ceives in Central Asia today.

Russia is moving, but has it made a decision at the highest level
to tell every other level to stop it? It is clear that has not happened.
And that is why the President engaged directly with President
Putin at the summit 2 weeks ago, to make it clear that non-
proliferation for the Bush Administration is a core, central issue.
And it is not tempered by cooperation in the war on terrorism. It
is not tempered by the desire to develop an economic relationship.
It is not tempered by a personal friendship.

For us, support for countries—which, you are right, Iran poses a
direct threat not just to Israel and not just to Russia. Iran and the
programs that it has now, including the Shahab missile, pose a di-
rect threat to the United States by the ability of that missile to hit
U.S. forces in Turkey and a direct threat to NATO by its ability
to hit forces from NATO countries in the Gulf region.

And that is the conversation we have with the Europeans. Do not
take wrong what I said about “I come back optimistic.” I came back
hearing that there is a greater recognition that proliferation is one
of two threats to European security, the other being regional dis-
integration.

But we will be able to tell how real that appreciation is when we
see things like whether the Europeans tie their trade relations
talks to their concerns about nonproliferation.

We will see if Russia’s commitment to ban the weapons of mass
destruction plays out in the marketplace. I was told by the head
of the space agency that they have a number of cases under inves-
tigation, and I told them, “That’s good. That is encouraging. We
look forward to hearing how you proceed with those investigations.”
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He said, “We found one guilty. We fired him.” I said, “That’s not
enough. You must not slap him on the wrist. Slap him in jail.”

For Russia and China, the question is whether or not the govern-
ment sends signals through the judicial process that are sufficient
to tell these renegade entities that the government is serious. They
have not done that yet. Our eyes are wide open.

Senator THOMPSON. You are not suggesting they all are rene-
gade, are you?

Mr. WoLF. It is hard to discern whether or not they are done
with the support of the upper levels, or whether or not they are
done with the support of the entities.

Senator THOMPSON. Well, it is, I guess, most times hard to dis-
cern, Ambassador Wolf. But I guess that is what I am getting at.

Our primary overriding concern is the safety of our Nation and
our friends and our allies. If you have a pattern over the years of
this activity coming out of a country that we have a relationship
with and an improving relationship with, with regard to a lot of
other areas. If this pattern continues, and you sanction a company
here and a company there and maybe a subsidiary or affiliated
company does the work instead, where should the burden lie?

Should the burden be on us to prove beyond a reasonable doubt
in a court of law? Or should we say to them, “We cannot prove be-
yond a reasonable doubt in a court of law who exactly knew what,
but it is your responsibility.”

And in many of these cases, they do not make any bones about
it. I mean, they say this is for peaceful nuclear purposes and use
these loopholes in the law to do things on top of the table, not to
mention the other.

But where should the burden lie? Should we not put the burden
on them, say regardless of who knew what, your policies need to
be directed toward stopping this or making substantial progress to-
wards stopping that?

Mr. WOLF. Senator, your talking points are exactly the ones we
use. The burden is with their leadership; their burden is with their
administrators.

We will be able to judge their commitment—either country—
their commitment to their nonproliferation rhetoric by the degree
to which they enforce and put in place wide-ranging laws and then
enforce them. If we do not see a pattern of enforce—and we have
laws and we have companies that try to violate our export laws.
And we count on a variety of U.S. administrative means to identify
those people, prosecute them, and hopefully convict them, and
that’s what we count on.

In our dialog with the Russians, for instance, we say that, “We
understand you will not turn this off overnight. You are right. This
is years of behavior. But what we do not see is a pattern of pros-
ecutions, a pattern of companies being found in violation”

Senator THOMPSON. What does that tell you?

Mr. WOLF. It tells you that the political will is not there yet.

Senator THOMPSON. Does that tell you that the leadership is sur-
prised and shocked to find that these companies are doing this? Or
does it tell you that perhaps they realize that these companies
needed funding, and it was in these countries’ interests to have
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these entities survive. And they were all up against it financially,
so they at least turned a blind eye. What does that indicate to you?

Mr. WoLr. What it indicates to us is that they are not effectively
implementing their law. And what the President has made clear,
Senator, is that even as we try to move forward on a broad rela-
tionship, and there are other areas with much more economic sig-
nificance than these sales, that we will not be able to move in that
direction, because the administration will not choose to and the
Senate and House will not support it.

And we are very clear that to expand the relationship, for in-
stance, with Russia, to take on a number of new activities in terms
of nuclear research or space cooperation, that there needs to be an
end to support for sensitive nuclear cooperation—for instance, in
Iran, an end to missile cooperation in Iran, an end to advanced con-
ventional weapons sales.

Senator THOMPSON. Well, I am assuming that the President had
some very direct conversations with Mr. Putin, for example. I feel
confident that that is the case. And I like most of what you say in
our discussion, quite frankly.

I got kind of a different impression from your statement. The
President needs support from the State Department in carrying out
this message. And I would just urge you to consider whether or not
in your public statements, which they are all very much aware of,
that the thrust of what you are saying is that things are looking
up, we are going to watch them carefully, but we are making
progress, and we are encouraged and all of that—in the face of our
own CIA telling us what has happened. I mean, I fear that the
other side thinks perhaps that we may be patsies somewhere up
or down the line.

And I just would encourage you to consider that in your public
pronouncements, with regard to these issues.

We have a vote on. We will stand in recess until Senator Akaka
comes back.

[Recess from 3:33 p.m. to 3:38 p.m.]

Senator AKAKA. The Committee will be in order.

Mr. Ambassador, I understand that Assistant Secretary of De-
fense Peter Rodman will be traveling to China shortly to hold bilat-
eral talks with the Chinese on military and defense issues. The
question is, will the Departments of State and Commerce be advis-
ing Secretary Rodman on issues concerning proliferation and en-
forcement of export controls, which he should raise with the senior
Chinese officials? I think this would be a good opportunity to rein-
force the administration’s concerns, especially given Mr. Borman’s
testimony today, indicating that we have had problems getting Chi-
nese attention on export control enforcement.

Is he going to raise some of these questions with the senior Chi-
nese officials?

Mr. WoLF. Mr. Chairman, I know that as one of his first acts,
President Bush promulgated a national security presidential direc-
tive that established a nonproliferation working group at the as-
sistant secretary level. I am one of the people on it, and so is Mr.
Rodman, when issues come up related to his activities.

And I am sure that Assistant Secretary Rodman will welcome
the advice of the “PRO-STAT-PCC,” we call it, on those issues that
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are not directly defense—inherently defense. We try to coordinate
our activities, as we do when Defense has its various dialogues.

I participated in a meeting a couple of weeks ago over at the De-
partment of Defense when there was a visiting delegation, and I
am sure Mr. Rodman will welcome advice from Commerce and
State. In any event, we will provide it.

Senator AKAKA. Russian officials have stated that the United
States has a double standard when it comes to Russian assistance
to Iran. They claim that we condemn certain exports from Russia
but support sales of the same items from other countries to Iran.
They also claim that Russian work on the Iranian nuclear power
plant is the same as our assistance to North Korea, through the
Agreed Framework. Could you please comment on these claims?

Mr. WoLF. We disagree. I'll expand.

Where we can identify American companies that are exporting
dual-use technology to prohibited entities and enemies, we cer-
tainly rigorous enforcement action. Where we identify, for instance,
European entities that are exporting dual-use technology to Iranian
entities, we take rigorous action.

I can think of one case for one Western European country in par-
ticular where I met with the ambassador, and I told him very spe-
cifically that that company needed to choose: Was it going to try
to develop a market in Iran, or was it going to continue to develop
its market in the United States? It could not do both.

Secretary Powell raised the same issues in his conversation with
the foreign minister and the economic minister of that country.
And in the end, the country chose to use its catchall regulations to
stop the export of an item which was not even actually on the Aus-
tralia Group list but which could have contributed to a BW pro-
gram in Iran.

We do that with our friends. We do it wherever we have informa-
tion. And where we can use the information without compromising
our sources in a serious way, we use that information to try to halt
the export.

Now, we have clear information—this is not just a guesstimate—
that Russian entities are providing critical support for nuclear fuel
cycle development in Iran. And Russian entities or individuals are
providing critical support for missile development in Iran. And
Russian entities and Russia are selling advanced conventional
weapons to Iran. And it is our belief that that has to stop.

On the question of Bushehr, Bushehr is much more complicated.
Bushehr is in fact a light-water reactor. It is in a country that is
clearly conducting efforts outside of its IAEA safeguards to acquire
the capability to make fissile material. It is a country where the
program is moving forward. It does not have an additional protocol.
There will be no wide-ranging IAEA inspection of all of the facili-
ties, as would be the case in North Korea.

The Iranian nuclear program and the nuclear fuel cycle is not
frozen, as we believe but we cannot confirm. And we remain very
vigilant, because we do not know whether it is or it is not, the
North Korean.

But Russia did not get any of those things, and Russian entities
are continuing to support the development of elements of the nu-
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clear fuel cycle which are incompatible with a light-water reactor
at Bushehr.

So the situations are completely different. And we believe that
with political will that we should be able to expect to see much
more consistent, much more effective implementation of export con-
trols. I mean, it is true for Russia, but it is true for a number of
countries.

There is a belief among some that if a country is, for instance,
an adherent to the NPT, and if it is a member of the International
Atomic Energy Agency, and if safeguards appear to be intact, then
therefore that recipient country is entitled to all of the benefits of
participation. We do not believe that. There are countries that are
wannabes, which are in compliance with IAEA safeguards on the
one hand, but which are conducting clandestine activities on the
other hand.

As the 721 report makes very clear, the CIA’s report on mass
weapons and nonproliferation, Iran is one of those countries. And
therefore, one needs to be highly vigilant, whether one is Russia,
whether one is a member of the European Union, or whether one
is the United States of America, or whether one is an island just
to the south of us, because exports of dual-use technology which
can be diverted may well be diverted. And without consistent, con-
stant monitoring right on the spot, one can never know. That is
particularly true for BW-related items, because they can be con-
verted back and forth in a matter of minutes.

Senator AKAKA. Let me raise another possible issue. We are con-
cerned, as you have testified, about Russian assistance to Iran’s ci-
vilian nuclear program. Shouldn’t we also be concerned about the
military implications of India’s civilian nuclear program?

Mr. WoLF. India’s program?

Senator AKAKA. Yes.

Mr. WoLF. We have been concerned, and our cooperation with
India is limited to three tiny safety projects, and we have not co-
operated with them for a very long time.

In 1998, when there was another explosion, we put in place sanc-
tions. When we lifted sanctions last fall, we said to the Congress
that we remained concerned about nuclear developments in South
Asia, and the events now make clear that we should be.

India is a quite different case than countries that are mentioned
in other parts of the 721 report. But we are concerned about India’s
nuclear program, and we have raised in the Nuclear Suppliers
Group concerns about Russia’s provision of technology and fuel to
%ndia, absent full-scope safeguards and in breach of the NSG guide-
ines.

We did not win that battle. The Nuclear Suppliers Group was
united with us; Russia chose to do otherwise.

But we will continue to try to maintain the NSG guidelines. We
believe full-scope safeguards are the only way that we can limit the
risks that are out there. And even with those guidelines, the
wannabes have found other ways to acquire technology and exper-
tise that help them move forward.

Mr. BORMAN. Mr. Chairman, if I could follow up a little bit on
the double standard issue. Certainly as far as U.S. origin goods go,
of course we have a unilateral embargo on Iran, so there are very
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few things that go from the United States to Iran, and those con-
trols also extend to some extent to the re-export of U.S. origin
goods.

And as far as India’s nuclear power program goes, even when the
sanctions were lifted to some extent, all of their nuclear power ac-
tivities remain on entity lists.

Mr. WOLF. And we do not supply them.

Mr. BorMAN. Correct.

Senator AKAKA. Thank you.

The United States, Great Britain, and Norway are financing a
computer system for other nations to track nuclear components and
materials in real time, called Tracker. It is employed in nine coun-
tries, including several former Soviet bloc countries. This system
relies on participating governments to input information on export
licenses into a computer. Each country owns its own information
and is solely responsible for its accuracy.

The question is, have the United States and our partners offered
this system to Russia or China? If not, are there plans to do so?

Mr. WoLF. That is one of my systems, Mr. Chairman, and I
should know the answer to whether we have offered it to Russia.
I believe we may have.

I have raised it in discussions with the Chinese. We would be
prepared to do that. The system is not quite as omniscient as your
first couple of sentences suggested. The system is, in its current
stage, basically a tool which we provide to governments to help
automate and give transparency to their export control licensing
process by inputting data and making it available to the various
entities around a government, the various agencies that are in-
volved in the export decision. It is possible for the person in charge
to know the status of an export license. It adds a great deal of
transparency.

Now, ultimately, if linked together—and I think this takes it a
little further than it is now—it would provide us a means of ex-
changing information. We try to do that in a variety of other ways.
And we rely on other assets of the U.S. Government for our own
individual look at what is happening in the nuclear trafficking
world through the NSG or through our own intelligence.

Senator AKAKA. Thank you very much for your responses.

Senator do you have any questions?

. Senator THOMPSON. Nothing further, thank you. Thank you, gen-
tlemen.

Senator AKAKA. Thank you so much, Ambassador Wolf and Mr.
Borman, for your testimony. The Members of the Subcommittee
may submit questions in writing to you, and we would appreciate
a timely response to any of those questions. So thank you very
much. We really appreciate your responses.

Mr. WoLF. Thank you.

Mr. BorMAN. Thank you.

Senator AKAKA. We will now proceed to our next panel of wit-
nesses.

I would like to call Leonard Spector, David Albright, and Gary
Milhollin to take their places at the witness table.

Mr. Spector is Deputy Director of the Center for Nonproliferation
Studies in the Monterey Institute for International Studies. Mr.



19

Albright is President of the Institute for Science and International
Security. And Mr. Milhollin is Executive Officer of the Wisconsin
Project for Nuclear Arms Control.

I want to thank you gentlemen for being with us today. You have
been asked to discuss recent proliferation activity from Russia and
China, and how well their export systems address these concerns,
and how well both nations are complying with their international
commitments to nonproliferation.

I want you to know that your full testimony will be submitted
into the record, and we look forward to hearing your statements.

Mr. Spector, will you proceed?

TESTIMONY OF LEONARD SPECTOR,! DEPUTY DIRECTOR,
CENTER FOR NONPROLIFERATION, MONTEREY INSTITUTE
FOR INTERNATIONAL STUDIES

Mr. SPECTOR. Thank you, Mr. Chairman, and thank you for the
opportunity to testify this afternoon on this topic. I will confine my
remarks to the Russia case.

Sadly, Mr. Chairman, history is repeating itself, and it seems
that Moscow has failed to absorb the unmistakable lessons of the
past. Just like the careless, profit-hungry exporters of the 1960’s,
1970’s and 1980’s that we had in the West, Russia today is driven
by the desire for income and is engaged in a wide range of unwise
exports, placing profits over proliferation concerns. I have attached
a table to my testimony that highlights a number of these exports.

I will mention only the most troubling ones, and I will leave out
Iran, since we have just had testimony from the administration on
that. Russia has opened a nuclear Pandora’s box in Syria, pro-
viding Syria with its first research reactor; it now will expand this
cooperation to include power reactors. It has enhanced the prestige
of the military junta in Myanmar by selling that country its first
research reactor. It has agreed to help refurbish the Tajoura re-
search reactor in Libya. And most troubling, at a time when the
international community is intensely concerned about the threat of
nuclear war in South Asia, Russia is assisting India to develop nu-
clear-capable cruise and ballistic missiles and is seeking to cash in
through major sales to India’s civilian nuclear power program,
sales all other nuclear suppliers have renounced.

These activities with India violate the long-standing rules of the
Missile Technology Control Regime (MTCR) and the Nuclear Sup-
pliers Group (NSG).

I would underscore, Mr. Chairman, that these exports that I am
describing are not inadvertent or the result of smuggling or activi-
ties that bypass official controls. As explained in greater detail in
my written statement, not only are these exports all blessed by offi-
cials in Moscow, but these same officials have deliberately manipu-
lated Russian export control laws to permit the sales.

Apart from the case I have cited, of course, there are smuggling
cases to be concerned about. And I want to underscore a point
made by Assistant Secretary Wolf about the lack of prosecutions.
This is a very serious matter in the Russian case. And it really is

1The prepared statement of Mr. Spector with an attachment appears in the Appendix on page
44.
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a pity that, at a time when we are spending so much and working
so hard to stop leakage of nuclear materials from Russia, we do not
hfa}ve the benefit of being reinforced by a tough Russian compliance
effort.

In view of these patterns, it seems clear that the fundamental
problem is a lack of political will. Here I am also echoing Assistant
Secretary Wolf. It is a lack of political will in Moscow to enforce
a disciplined export control system.

How can we change the situation? The Bush Administration, like
the Clinton Administration, has tried a number of approaches but
with only limited success. It has raised U.S. concerns at the high-
est political level, most recently at the May 2002 summit. It has
imposed sanctions against specific Russian entities involved in im-
proper exports. It has publicized Russia’s departures from inter-
national norms. It has spent millions training Russians export con-
trol officials. But despite these activities, the problems persist.

I would like to suggest several new avenues that might reinforce
these efforts to improve Russian export behavior and give them ad-
ditional substance.

The first is that I think it is time to indicate forcefully that mem-
bers of the Missile Technology Control Regime and the Nuclear
Suppliers Group are dissatisfied with Russia’s behavior. My first
thought was to propose that the United States actually seek to
expel Russia from these groups for a period of time. The Australia
Group, after all, which harmonizes chemical and biological weapon
related export controls, does not have Russia as a member, and it
seems to operate pretty effectively.

Administration officials pointed out to me that expelling Russia
from the MTCR and the NSG would involve quite a few diplomatic
headaches, not the least of which is the fact that neither the MTCR
nor the Nuclear Suppliers Group has established rules for remov-
ing or suspending members.

So, at a minimum, I think a process is needed for the future, so
that these groups can discipline their wayward members. A U.S.
call for the establishment of such procedures would be a step that
everyone would know was initiated with Russia in mind. I think
it would be one more signal, even if we did not go the full extent
of expulsion, one more signal to Russia of how serious we take the
issue.

In the meantime, we might want to reinforce the public shaming
of Russia through what might be called the equivalent of a non-
proliferation “scarlet letter.” The idea, basically, would be to make
clear whenever we discuss the membership of the MTCR and the
NSG that Russia is not necessarily a member in good standing and
that issues have been raised about its compliance.

A second approach that might help reinforce U.S. nonprolifera-
tion efforts would be to take a leaf from domestic law enforcement.
Here it is common for Federal officials, through the seizure of
wrongdoers’ assets or the imposition of fines, to seek to deprive
malefactors of the ill-gotten gains of their illicit endeavors.

In addressing Russian export controls, the United States should
adopt a parallel policy, a strategy that would reduce, dollar for dol-
lar, assistance or benefits provided to Russia, so as to offset the
profits that it gains from the sale of the Bushehr reactor to Iran,
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or the other various things that we have been speaking about, in-
cluding nuclear and missile sales to India.

It might be possible, for example, when the United States peri-
odically rolls over Russia’s sovereign debt, to reduce the amount of
debt that is postponed by an amount equal to Russia’s profits, so
that, in the end, Russia would have to expend funds to pay off a
portion of its debt. Thus it would be disgorging the illicit gains it
had received, in order to pay off the amount of debt accelerated.

This would be the flip side of what is receiving considerable dis-
cussion now, that is, forgiveness of debt, if Russia adopts strong
nonproliferation policies. My approach would be acceleration of
debt to offset ill-gotten gains from improper nonproliferation poli-
cies.

Finally, we have to ask ourselves, how do we lead Russian offi-
cials to place nonproliferation over profit? In the end, the issue is
one of education.

For more senior officials, it seems, education must be conducted
in public, exposing them collectively to international calumny for
their inappropriate policies. But more junior officials, those train-
ing to become officials, and journalists who track this issue in Rus-
sia, can be taught through more traditional means, for example,
through mid-career training efforts, degree-granting programs that
stress nonproliferation values, and through exchanges with West-
ern countries that have embraced and implemented such values.

So those are three fresh ideas to bolster existing U.S. efforts: Do
more public shaming through the processes of the two multilateral
groups; try to go after ill-gotten gains; and reinforce nonprolifera-
tion education.

Thank you, Mr. Chairman. That concludes my remarks.

Senator AKAKA. Thank you very much, Mr. Spector.

Mr. Albright, will you please proceed with your statement.

TESTIMONY OF DAVID ALBRIGHT,! PRESIDENT, INSTITUTE
FOR SCIENCE AND INTERNATIONAL SECURITY

Mr. ALBRIGHT. Mr. Chairman and Members of the Subcommittee,
thank you for the opportunity to testify today.

Nuclear proliferation today depends on illicit foreign assistance.
Proliferant states are adept at exploiting weak or poorly enforced
export controls and supplier states. In the past, many Western
countries have been the source of items vital to the nuclear weap-
ons programs of developing countries including Pakistan, India,
Iraq, and Iran.

Russia must unfortunately be viewed as the current target for
proliferant states and terrorist groups in their quest to obtain the
ability to make nuclear weapons. Russia has made great progress
in creating nuclear and nuclear-related export control laws and
regulations following the demise of the Soviet Union. And this legal
structure has been developed with extensive assistance from the
U.S. Government and the nongovernmental community.

Despite these positive steps, there are serious problems in imple-
menting this system. And I would like to just go through some of

1The prepared statement of Mr. Albright appears in the Appendix on page 51.



22

the problems that in our own work we have been able to identify
in Russia; some of them have been identified before, some not.

The first is overemphasis on obtaining sales and exports without
adequately weighing the security problems that could be caused by
a sensitive export.

There is a shortage of effective internal compliance systems at
Russian enterprises. Larger enterprises, particularly those with nu-
clear exports, are creating internal compliance systems, but they
remain in need of assistance to make them effective. Many smaller
companies and enterprises, particularly those outside Moscow,
often lack rudimentary knowledge of the laws and regulations of
the state.

There is inadequate education and training opportunities for em-
ployees at enterprises who must ensure that the exports of their
enterprise are legal.There is a dearth of information at Russian en-
terprises that would enable sellers to check on the end-users in for-
eign countries. One Russian export control official told me that
more than 90 percent of all Russian enterprises do not have books
or other resources to research the companies buying their items.
Thus, the seller has a difficult time checking whether the informa-
tion provided by a customer is true or reliable.

There is also the inadequate enforcement of violators of export
control laws, which I think has been covered several times.

Given all these problems, significant illicit or questionable sales
are bound to occur in Russia unless more is done to strengthen its
system. And at the minimum, one can say that, under current con-
ditions, the Russian Government may be inadvertently encouraging
the export of sensitive items to clandestine nuclear weapons pro-
grams.

U.S. assistance has been critical to improving the export controls
in Russia. This assistance has reduced the risks that states such
as Iran and Iraq will obtain nuclear weapons.

Toward the goal of further improving export controls, the United
States and other Western governments need to continue stressing
that stopping the spread of nuclear weapons, other weapons of
mass destruction, and ballistic missiles is a key goal of the United
States and the international community, and that effective national
export control systems are a necessary part of working toward that
goal.

The United States also needs to commit additional funding and
expertise to help Russia implement its export control system. I
would disagree that there is sufficient expertise or resources to
deal with this problem in the places where it counts most, namely
within the entities, enterprises, and in the bureaucracy in the gov-
ernment that deals with export controls.

U.S. nonproliferation interests motivate cooperation with Rus-
sian officials and experts to build a strong Russian nuclear and nu-
clear-related export control system. Developing adequate controls
in Russia is challenging and will require extensive U.S. assistance.

The major benefit is that states such as Iran and Iraq will not
find Russia the most attractive nuclear supermarket as they shop
the world for items needed in their quest to build nuclear weapons.

Thank you.

Senator AKAKA. Thank you very much, Mr. Albright.
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Mr. Milhollin, will you proceed with your statement?

TESTIMONY OF GARY MILHOLLIN,! EXECUTIVE OFFICER,
WISCONSIN PROJECT FOR NUCLEAR ARMS CONTROL

Mr. MiLHOLLIN. Thank you very much, Mr. Chairman. I am
pleased to appear before the Subcommittee to discuss the impor-
tant subjects of export control and arms proliferation.

I was going to do two things. First, give an overall view of what
China and Russia has been exporting, but that’s been pretty much
accomplished here already. Second, I would like to make some rec-
ommendations concerning our sanctions laws.

The long list of exports by both Russia and China, I think, elic-
ited a sigh from Senator Thompson, and I have a lot of sympathy
for that. I look back over my own work, and I think I have been
testifying before this and other Congressional committees for the
better part of a decade and listing outrages, and the list just keeps
getting longer.

And our policy is failing. We are not succeeding in changing this
behavior. And it is simply not a rhetorical or political-diplomatic
problem. It has real effects on the ground.

If we just look at India and Pakistan now, millions of people are
really facing the threat of mass annihilation in those countries be-
cause of nuclear weapon and missile programs that were produced
by, primarily, Russian and Chinese exports. If you subtract Rus-
sian and Chinese exports from these programs, certainly they
would not have progressed to the extent that they did. It would
have taken a lot longer, and some of them might not have suc-
ceeded at all.

So these actions, even though they are incremental and they
happened over a long period of time, can work a great change in
world security. And if there is a nuclear war in South Asia, it is
a world problem. It is not going to be a regional problem. There is
no such thing as a regional problem any more, if there ever was
such a thing in the nuclear domain.

So what I would like to do is recommend some things that Con-
gress can do, some things that would be fairly straightforward, that
would show some commitment and might make things a little more
difficult for the proliferators.

First, I would recommend that we change the sanctions law to
forbid all trade with companies that commit violations. Today, we
do not forbid all trade with these companies. A company that is on
the list of companies sanctioned—for example, the ones that have
just been sanctioned last month—are still free today to buy high-
performance U.S. computers and free today to buy high-perform-
ance U.S. machine tools and a whole list of other very useful tech-
nologies for making nuclear weapons and ballistic missiles because
these products operate just under the level that is controlled for ex-
port. The proliferators are perfectly free to import this equipment,
and we do not even have a record-keeping system that tells us
what they are buying or what they are doing with it.

So step one would be just cut off all trade with these companies
and also cut off all of their exports to the United States.

1The prepared statement of Mr. Milhollin appears in the Appendix on page 56.
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Second, we need to sanction more than just the organization that
commits the offense; very often, it is a subsidiary.

And I know of cases where we sanction a subsidiary or indict a
subsidiary, and the parent orders the same thing through a dif-
ferent subsidiary in the same organization. This has happened.
And T am sad to say the Commerce Department lobbied in favor
of the export. It was blocked because, I'll modestly claim, our orga-
nization publicized it.

But the point is that the sanctions do not have enough teeth. If
you want to discourage this behavior, you are going to have to pun-
ish the parent company of these organizations rather than just
punishing the organization and its subsidiaries. You need to go up
the corporate chain as well as down.

Third, we need to extend the duration of the sanctions. Under
the present law, the sanctions that we just applied to the Chinese
companies—many of whom were recidivists; they had already been
sanctioned or indicted before for the same conduct. We need to ex-
tend the duration. Rather than just forgetting about them after 2
years, we need to put them on what is called the “Entities List.”
That is a list that the Commerce Department maintains of compa-
nies that require an export license before anything significant can
be sent to them. It would be a simple matter to put their names
on the list.

In the case of China, there are only 14 company names on the
list now. I gave this Subcommittee about a year ago a list of 50
companies that I think ought to be on the list. They are still not
on the list.

It would be very simple to put more Chinese companies and more
Russian companies on the list.

Fourth, we could bar the employees of these companies from en-
tering the United States. In one case, one of the companies that
was just sanctioned had already been indicted for diverting U.S.
machine tools. Before it bought those machine tools, it sent a team
over to the United States, to Columbus, Ohio, to look at the ma-
chine tools. That was the famous CATIC case. It would have been
better for us if those officials had been stopped at the border.

One of the penalties for proliferation ought to be that you cannot
send your folks to the United States.

Fifth, when we sanction somebody, we should ask our allies and
trading partners to sanction them as well. We need to get support.
We need to make these companies into international pariahs. And
we need to ask for immediate assistance from our trading partners.

These are all simple things we could do to show that we are seri-
ous about this. There are other things that would be more Draco-
nian, more expensive, more attention-provoking, which we probably
should do, too.

But I think the solution to this problem is first to acknowledge,
as Senator Thompson has pointed out, that what we are doing now
is not enough; and, second, to look for things that we can do that
will make the existing laws more effective.

Thank you very much.

Senator AKAKA. Thank you very much, Mr. Milhollin.

We have some questions for you, Mr. Spector.
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Mr. Spector, other nations such as India have used the civilian
nuclear power capability to develop a nuclear weapons program.
Are there similarities in the development of India’s nuclear pro-
gram in the 1970’s to Iran’s today? And how critical to Iran’s nu-
clear weapon program is Russian assistance to their civilian nu-
clear reactors?

Mr. SPECTOR. Well, I think there are some similarities, and there
are some differences. India took technology that it acquired without
oversight, without inspections or safeguards, and then did use it
very deliberately to develop a nuclear weapon capability. I'm refer-
ring specifically to a research reactor and plutorium separation
technology. Later, I think that they took advantage of again
uninspected power reactors to at least have the opportunity to
produce plutonium for the weapons program.

I think the situation is slightly different in Iran because in Iran
the power plant will be under inspection, so it will be difficult to
abuse that particular facility for a weapons program.

But what the Russians are doing in Iran is training hundreds of
Iranians in the construction and management of sophisticated nu-
clear facilities. You are training them in operations. And all of that
know-how can be transferred over to other parallel programs that
are behind the scenes. And that is the process we saw in Brazil,
for example.

So I think that remains a very serious case for concern.

As far as the details of what is being transferred to the Iranians
apart from the Bushehr facility, I do not have additional details
that I can provide. There was a case involving lasers that were
stopped at U.S. request. And I think there was a mention of fuel-
cycle facilities of one kind or another that are getting support from
Russia, which Secretary Wolf mentioned just a while ago. I think
the fine points are still classified, so I really cannot discuss them.

Senator AKAKA. Thank you.

Mr. Milhollin, I asked our administration witnesses about the
Tracker computer system used to track nuclear components and
materials. This system relies on participating governments issuing
export licenses to input information into a computer.

Do you believe that this type of system would be useful in Russia
or China? And do you think they would agree to adopt it?

Mr. MiLHOLLIN. Well, the Tracker system, as I understand it
now, is a computerized export control and processing tool that
countries use to simply decide which licenses to grant and then to
keep track of those licenses. So if you give this system to the Rus-
sians and the Chinese, it is entirely possible that it might improve
their export control performance. That is, they might be more effi-
cient and effective at deciding what to license and not to license.

But I must say that the problem in those countries is not one of
having enough tools. The problem is one of having the will. And I
think it is better to condition assistance to those countries on a
change in attitude, rather than go forward with the assistance and
hope that gratitude will produce the change in attitude. I think we
need to have them come over to our side first in attitude and will,
before we give them more export control assistance.

Senator AKAKA. Mr. Albright, in your testimony, you state that
you have observed the need for improved controls over the sale of
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Minatom nuclear assets and tracking of items sold within Russia
that may be exported.

What nuclear assets is Minatom selling? And would they cooper-
ate with efforts to improve controls?

Mr. ALBRIGHT. Yes. The example really refers to parts of a reac-
tor that were being sold to a person in Russia. It turned out that,
in this case, the officials discovered they did not have adequate
controls over what that buyer would do with the item. There is a
problem in Russia where things get bought by somebody, and are
sold, or passed on, and then the government loses track of the item.
It can end up God knows where. And so the idea was to try to focus
on developing a system that creates a legal process that obligates
the buyer, and a chain of documents that then would allow an item
to be tracked.

This is not policy across Minatom, as far as I understand. It has
been implemented at one nuclear site. But it is an issue that the
Russians need to address.

Can I add one thing on a slightly different subject? I think it is
very important when we look at Russia that we distinguish be-
tween what may be deliberate decisions or, as Senator Thompson
put, turning a blind eye to exports to Iran or other places. I think
there is a much greater risk that Russia is going to become a shop-
ping market for illicit exports that will be directly sought by
proliferant states, such as Iraq and Iran, that the Russian Govern-
ment will not know about. And I think if you look at the history
of illicit procurement, those types of sales typically are much more
dangerous than deliberate exports.

I mean, Sandy mentioned the issue of Canada providing India a
reactor, which they had then used to make its

Senator THOMPSON. What is more dangerous?

Mr. ALBRIGHT. I think it is more dangerous that exports will
happen out of Russia that the Russian Government will not even
know about and will be directly going to nuclear weapons programs
for that purpose.

And that was the concern in Germany in the 1980’s. The German
Government turned a blind eye to many exports. It supported the
Bushehr reactor; it was building the Bushehr reactor. It was a real
problem.

But if you look at the Iraqi case, the real danger was what was
happening under the surface. That was direct aid to the Iraqi nu-
clear weapons program that the German Government and the ex-
port control officials were not knowledgeable about and, because
they had such a lousy system, were in no position to catch.

And I think that I would like to distinguish here between at-
tempts to get Russia to do the right thing. I mean, we had to force
Germany to do the right thing, and I think they came along. Russia
needs to do the right thing on Bushehr and in other cases—the
Burmese reactor, several examples have been given.

But at this time, we should not lose sight that Russia’s export
control system needs help. And it could very well turn out that the
Iranian or Iraqi nuclear weapons program are going to be directly
benefited by the agents of those countries working secretly in Rus-
sia to acquire the items they need to make nuclear weapons. And
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those items will turn out to be much more significant than some
of the direct items that the Russian Government has approved.

Senator AKAKA. Before I defer to Senator Thompson, Mr.
Albright, in Mr. Borman’s testimony, he stated that the Depart-
ment of Energy has an official in Moscow working with Minatom
to focus on export controls on nuclear technology.

Will this type of coordination and assistance improve some of the
controls and tracking over Minatom sales?

Mr. ALBRIGHT. Yes, I think it can. I was hoping the government
witnesses would talk more about what they have accomplished. We
tend to see things more at the level of some of the enterprises or
some of the nuclear export control laboratories in Russia. And what
we see is that not enough is being provided. There are real needs
that the United States can meet.

And I mentioned end-use. It is a serious issue, if you are trying
to do the right thing. You may have a bad attitude and you may
weigh sales over security. But if you are trying to do the right
thing, at least in principle, if you do not have any idea about end-
users, then a buyer comes to you, you are very unlikely to dis-
approve that sale.

So there are some basic resource questions that I think need to
be addressed. I do not think the U.S. Government is doing enough
on that. And some of this, I think, is beyond what Russia can do.
I mean, they do not have a history of commercial relationships with
the rest of the world, and a lot of the people who are getting into
this business are seeking to make money and need to be informed
and held accountable.

Senator AKAKA. Thank you. Senator Thompson.

Senator THOMPSON. Thank you, Mr. Chairman. You mentioned
the end-users, and the fact that Russia does not have any ability
to keep up with the end-users. But we do not either, do we? I
mean, are we doing much of a job at all in keeping up with end-
users of some of the dual-use technology that we are exporting to
China, for example?

Yes, Mr. Milhollin?

Mr. MILHOLLIN. Could I respond to that? We could do a lot better
job than we do. We could help our exporters do a lot better job.

The list I suggested to the Subcommittee is a list of end-users.
If the Commerce Department put that in the Federal Register, our
exporters would know who these people are.

Actually, many of the exporters already know who they are. They
have made a rather cold-blooded decision that they do not officially
know who they are until they are in the Federal Register. Unfortu-
nately, that is true for some companies—not for many.

I have spent a lot of time on export controls, talking to compa-
nies. And I have learned that there is a vast difference among com-
panies. There are companies that will skate right out on the edge
of what’s legal and go over it, and other companies who do not
want any problems, and they will be conservative.

I have a friend who defends these companies. He has a case right
now in which a company made $15,000 on an export sale, and they
have already spent $250,000 on lawyers’ fees, dealing with the Fed-
eral Government. An intelligent company would want to know who
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the bad guys are and would make the decision not to go down that
road, because it is not worth it economically.

But our government, for some reason, is not filling out that list.
And I was kind of hoping you would ask the Commerce Depart-
ment that when they were here, “How come this list has so few
names on it?”

That would be a very easy thing to do. We can do it overnight,
and it should be done. In fact, we had a long list of Indian and
Pakistani end-users that we put on the list after their tests.

Senator THOMPSON. But what about when we ship something to
a company that’s not a designated company, not on your list, but
then is transferred from the company it is shipped to, to one of
these other companies, and we do not know about it? We really do
not have many people at all on the ground over there doing any
kind of inspections in terms of end use, do we?

Mr. MILHOLLIN. We pick that up through intercepts. We pick up
the transactions through all of the tax dollars that we are spending
on listening to people. That is the only way we pick those re-trans-
fers up. We pick them up through intercepts or penetration of a
company or on the ground. But it is an intelligence question. That
is our only defense.

Mr. ALBRIGHT. And one thing, what we do is much better than
what Russia has done.

Mr. MILHOLLIN. Well, we at least want to do it.

Mr. ALBRIGHT. Yes.

Mr. MIiLHOLLIN. That’s the big difference. We want to do it. Some
of the Chinese do not want to do it.

Senator THOMPSON. Our much-maligned intelligence capabilities
apparently are able to pick up all these transfers that are taking
place that the Russian Government and Chinese Government say
that they do not know about.

Mr. MILHOLLIN. That is true.

Senator THOMPSON. We have apparently much better intelligence
than they do.

Mr. ALBRIGHT. Than they do?

Senator THOMPSON. I doubt it, in China’s case.

Mr. MILHOLLIN. Sir, if I could make another point in response to
a previous question? I think there is an analogy between Germany
in the 1980’s and China and Russia today. That is, Germany in the
1980’s, as we have already heard, was a giant proliferation export
problem. They supplied Iraq, they supplied Iran, they supplied ev-
erybody.

What we did finally was humiliate the Kohl Government in pub-
lic over its sales to Libya of poison gas equipment, and that
changed the German Government’s view of the subject from the
top. And when the view changed from the top, suddenly the Ger-
man export control agency hired 100 new full-time equivalents.
They had 1.5 FTEs working on export control before we went pub-
lic with the horribles about the exports to Libya.

And so I think the lesson there is that you have to change the
message at the top. And I think that’s what Assistant Secretary
Wolf was implying, is that once the guy at the top decides to send
the message out, then it is a question of implementation. But the
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first step is to change the message at the top, which is what hap-
pened in Germany. We changed the attitude at the top.

Senator THOMPSON. You would think it might have some effect
when we catch the Chinese sending cable systems to help shoot
down our airplanes in the no-fly zone. Doesn’t seem to be working
there.

Mr. Spector, on the issue of what the Russian officials know and
when they know it, you seem to think, I hear in your statement,
that not only are some of these export activities blessed by Russian
officials in Moscow, but they have deliberately manipulated Rus-
sian export controls to also permit these sales.

Mr. SPECTOR. Yes, I think that is true. I think all of us are famil-
iar with the case of the Tarapur fuel, the fuel for the Indian nu-
clear power plant. Here there is a very, very limited loophole that
is permitted under the Nuclear Suppliers Group basically to deal
with an imminent radiological catastrophe.

The Russians said, “Well, fuel is something you need to keep a
reactor going, and we think a fuel export is really a safety export.”
So that was a very deliberate misinterpretation of the rules.

There is also a pattern here of skirting the MTCR regulations in
the case of some of their cruise missile exports. The cruise missiles
have capabilities that are just a fraction below, what would be very
heavily regulated under the Missile Technology Control Regime.
And it is not just missiles that are being exported; it is the manu-
facturing know-how for the missiles that is going as well.

We have a long history in India of taking that kind of technology
and then upgrading it to obtain greater capability. Everyone is
aware of this.

And I think, Russian officials, when they just fine-tune an export
to be below the threshold, that’s not an accident. That is done on
purpose.

Thus I think I would really underscore the point that Gary
Milhollin made about some public shaming of some of the officials
and organizations involved. It was extremely effective in dealing
with Germany’s exports to Libya’s Rabta chemical weapons plant,
and I cite that episode, in fact, in my testimony as well.

Senator THOMPSON. I agree with you. And that is kind of what
I was trying to suggest to our friends from the administration, that
putting a smiley face on all this stuff is not the kind of message
you ought to be giving. Just exactly the opposite, they ought to be
held accountable.

This is a little off-track, I guess, but we mentioned Germany’s
history and so forth. How are our European friends doing now-
adays, as far as these issues are concerned? I mentioned what is
going on in terms of the Iraqi sanctions and that sort of thing. I
guess it is a slightly different issue. But European countries are
still exporting some troublesome dual-use items, are they not, to
some troublesome countries?

Mr. ALBRIGHT. I think it is relative. I think they are doing much
better in places like Germany, Austria, and Switzerland. And they
have implemented pretty effective systems within companies to try
to help catch illicit exports or discourage illicit exports.

The unfortunate thing is it is always a problem where, if it is not
getting better, it is getting worse. And so I think vigilance is re-
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quired, so I would not be surprised if there are problems in some
European——

Senator THOMPSON. Well, I am not talking really about things
that are slipping through the cracks. I am talking about policies of
countries that seem to, up until recently anyway, not agree on the
nature of the threat.

Mr. MILHOLLIN. I might be able to respond.

Senator THOMPSON. Mr. Milhollin, what do you think?

Mr. MILHOLLIN. My organization did a study recently of what
Saddam Hussein was able to get. The Iraqis, during the period of
the embargo against Iraq, broke the embargo by going to Eastern
Europe. The inspectors in Iraq went through the documents there
to see where Iraq was getting help. The lion’s share came from
Eastern Europe. There was a little bit from Western Europe but
not much.

I think what happened was that the Western Europeans really
got burned as a result of what they sold before the Gulf War. And
so they have been more careful with respect to Iragq.

I am not so sure that is true in other cases. I think the Germans
are still selling a lot to Iran. I do not know the details, but if you
look at the statistics, a lot of controlled commodities are going out
of Germany to Iran, and they are not making bubble gum.

So I think that is something, if I were a member of a Senate
sommittee that could be briefed with intelligence information, I
would ask that question. I would ask for a briefing on what Ger-
many is selling to Iran.

Finally, in the case of France, the French have pushed hard
against our holding up of things to Saddam Hussein under the oil-
for-food program. And I think that now that we have a new regime
in effect with looser controls, it would be nice to know what the
French sell between now and a year from now under the oil-for-
food program. I think that is another thing I would ask to be
briefed on, because I suspect that there are a lot of companies wait-
ing to get well as a result of the smoothed sanctions on Iraq.

Mr. ALBRIGHT. Can I add one thing? I think this threat question
on Iraq is a problem with the Europeans. They have often resisted
believing that Iraq could be getting nuclear weapons any time soon.

I know when some have given their intelligence assessment, they
essentially discount the option that Iraq could obtain fissile mate-
rial in Russia and then relatively quickly, within several months
to a year, turn it into a nuclear explosive or a weapon.

So I do think there is always a need to educate our European al-
lies about these threats, and I think it is unfortunately much worse
when these discussions happen in Russia. I think Mr. Wolf men-
tioned, and I think others, that if you bring it up in Russia, they
say exports that are illegal are not going to happen. I mean, forget
the sanctioned ones. They say that their system is perfect and,
even if violations do happen, those countries that would get them
could not turn those things into nuclear weapons in any case.

Senator THOMPSON. Thank you, Mr. Chairman.

Senator AKAKA. Thank you.

Mr. Spector, some have suggested offering major financial incen-
tives to compensate Russia for the economic losses it would suffer
by ending assistance to Iran. Do you believe that increased aid to
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offset financial losses could convince Russia to end all nuclear co-
operation with Iran? Could other Russian interests, such as sup-
port for early entry into the World Trade Organization or debt re-
lief, be used instead of direct financial assistance?

Mr. SPECTOR. Well, I think one of the challenges that we have
had in dealing with some of the Russian exports is that they are,
in fact, very lucrative, and so we need to find a financial mecha-
nism for pulling Russia away from this. There has been discussion
of trying to provide compensation and a couple of these ideas are
not bad ones.

One idea that I thought deserved attention was the idea of per-
mitting Russia to import spent fuel for storage from places like Tai-
wan or South Korea and charging a fairly high fee for this, Russia
is hoping to implement this program. We control a lot of that fuel,
and we could authorize these imports, if, in return, Russia would
stop their export activities with Iran.

So there might be a way to create new revenue streams for Rus-
sia to compensate for some of these losses.

But I think there is a second approach we could also take, which
I was recommending today, and that is that, if they persist in these
exports, to deprive them of their ill-gotten gains by, in effect, in-
creasing their debt requirement. That is, we would not allow them
to roll over some of the sovereign debt or, perhaps, find other aid
programs that might be cut back in a way that would make them
no better off for having engaged in these activities.

I want to be very careful before suggesting that our nonprolifera-
tion aid programs is trimmed, because some of them are really cru-
cial to American security. But other areas could be cut back.

Senator AKAKA. Otherwise, Mr. Albright, the Russian export con-
trol regime and entities authorized to implement the regime have
changed several times over the past decade. Do you believe that it
has become more effective through these changes?

Mr. ALBRIGHT. I think that, given where they started from in the
early 1990’s, I think the system is more effective, although I think
what you really have in place is a set of laws and regulations, but
it has not been implemented. I think that is going to be the dif-
ficult challenge, to implement this system so it becomes effective.

Senator AKAKA. Mr. Milhollin, in your testimony, you list several
steps that Congress should take to punish Chinese entities that
continue to export sensitive material. You suggest barring all
American exports to those companies and extending the duration
of the sanctions. Would you suggest the same steps for sanctioned
Russian companies?

Mr. MILHOLLIN. Yes. In my testimony, I did not mean to limit
that to Chinese companies. I think our law should apply across the
board to any company that is caught in an export control violation.
So, yes, I would apply that to Russian companies, Chinese compa-
nies, Indian companies, companies from any country.

Senator AKAKA. Mr. Albright, do you think these measures would
be useful with sanctioned Russian companies?

Mr. ALBRIGHT. I am not sure how useful they would be if they
were expanded. I do not see that as a way to force Russian action.
There may be no other choice, but I think it is something that the
Bush Administration has to press very hard on with the Russian
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Government and make it clear that continued cooperation with the
United States will depend on how they respond.

I worry a little bit on sanctions. You can sanction NIKIET, for
example. I guess it is still under sanctions. They live with it. They
are mad, but they live with it and continue. It is sending one good
signal, however, which is NIKIET becomes an example to compa-
nies that want to do the right thing to not end up like NIKIET.
But I do not think it is changing the situation dramatically.

And so I think it has to be dealt with directly between the U.S.
Government and Russia, and then see how Russia performs and
then take stock.

In any case, I think we do need to provide assistance to the effort
to improve the export controls in Russia. And I would hate to see
these things become intertwined to where, unless Russia performs
in a certain way, we cut off the assistance.

Senator AKAKA. I would like to thank all our witnesses for their
time and testimony.

Both Russia and China have pledged their support in the war on
terrorism. However, I am not convinced of their commitment to
nonproliferation.

I am concerned that they still believe that the war on terrorism
and the spread of weapons of mass destruction are not linked.
Granted, it took the events of September 11 to convince many in
this Nation and several of our international allies of this link.

Do the leaders of Russia and China believe that it is in their na-
tional interests to enable state supporters of terrorism to develop-
ment WMD? Do they believe that their citizens will be immune
{)romb?a terrorist attack with chemical weapons or a radiological

omb?

I understand it would be easier to set aside many of these issues
discussed today while we are trying to define new relationships
with former adversaries. But we must raise the difficult questions.
Both Russia and China have established laws and agencies to im-
plement export control, but do they have the will to forego a short-
term economic gain and enforce their export control regimes? As
Mr. Milhollin suggested in his testimony, Russia and China may
lack the will to enforce their own laws.

The United States should not have to stand alone in convincing
Russian and Chinese leaders of these dangers.

I agree with Mr. Milhollin’s statement that, when we cut off
trade with a company because of an export violation, we should ask
our allies to do the same. Mr. Albright has told us that many in
Russia do not believe that proliferation is possible or that the con-
sequences are so grave. Then we must do all we can to convince
Russia and China that proliferation is occurring and that the
threat is real.

Gentlemen, we have no further questions at this time. However,
Members of this Subcommittee may submit questions in writing for
any of our witnesses. We would appreciate a timely response to any
questions. The record will remain open for these questions and for
further statements from my colleagues. I would like to express my
appreciation to all the witnesses for their time and for sharing
their insights with us. This hearing is adjourned.

[Whereupon, at 4:40 p.m., the Committee was adjourned.]
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PREPARED OPENING STATEMENT OF SENATOR COCHRAN

Mr. Chairman, I'm pleased to join you today for this very important hearing. This
Subcommittee has a long history of examining the threat from the proliferation of
weapons of mass destruction and missile technology and especially the transfers of
technology and knowledge from Russia and China.

In all of our past hearings we received testimony about the positive steps Russia
and China were taking to curb and halt proliferation from their countries. These
steps included bilateral promises to the United States and Russia and China’s com-
mitment to abide by the international nonproliferation regimes. Despite this, Russia
and China continue to proliferate weapons of mass destruction and ballistic missile
technology in direct contravention of their political commitments and legal obliga-
tions.

The threat from this proliferation and its consequences can clearly be seen today
in South Asia. Pakistan and India are dangerously close to war. Because of tech-
nical assistance from Russia and China, both countries are armed with ballistic mis-
siles and nuclear weapons.

China has been and continues to be the main supplier of technology to Pakistan.
It is directly responsible for Pakistan’s nuclear weapons and ballistic missile pro-
grams. Despite our repeated efforts, we continue to see troubling transfers and con-
tacts between Pakistan and China.

Russia is the main supplier of technology to India. Last year, Russia began trans-
ferring nuclear fuel to India, in direct contravention of its Nuclear Suppliers Group
commitments, and Russia remains a major source of technology for India’s ballistic
missile programs.

And South Asia is only one manifestation of the problem. This proliferation con-
tinues elsewhere, and if left unchecked, in 5 or 10 years, transfers of technology
from Russia and China will result in nations like Iran and Iraq gaining nuclear
weapons and long-range ballistic missiles. We must also be concerned about recipi-
ent nations, like Iran, becoming secondary suppliers, something that is already oc-
curring.

I look forward to hearing from our witnesses and discussing what actions can be
taken to reduce this proliferation.

(33)
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June 6, 2002

Mr. Chairman and Members of the Committee:

I welcome the opportunity to testify before you on behalf of the State Department on
the important subject of our proliferation concerns with Russia and China.
Nonproliferation is not just one of many issues in U.S. policy, but rather, as the President
and many others have said, it is a cardinal issue, one on which we have to “get it right.”
1t's fused in many ways to our effort to foot out ferrorism and to stop the flow of
dangerous materials to countries that support terrorism and/or threaten key U.S. interests.
Both Russia and China have helped in important ways in the fight against terrorism in the
wake of the September 11 attacks, yet differences remain between us on critical
nonproliferation issues. I would like to outline our concerns and describe some steps we
have been taking to deal with the problems. Ihave just returned from a trip to Europe. 1
was delighted to hear from a senior official at the EU that they share our view that
profiferation is one of two galvanizing threats confronting Europe. We are working to
translate that understanding into more effective action that will complement and
supplement the many activities the U.S. is pursuing.

Let me turn first to Russia, addressing your questions as follows: (1) What are our
current proliferation concerns with Russia? (2) How does Russia participate in
multilateral export control agreements? (3) How successfully has Russia implemented its
agreements and enforced domestic regulations? (4) What assistance is the U.S. providing
to Russia?

Proliferation Concerns

Any discussion of Russia needs to be put in perspective. The relationship is in the
process of massive transformation from the adversarial relationship of the Cold War.
The President's visit in May cemented important parts of the strategic arrangement we
seek to reach with Russia. In addition to the treaty that Presidents Bush and Putin signed
on reducing strategic offensive weapons, the Presidents also agreed to intensify efforts to
combat the spread of weapons of mass destruction. Two days later, NATQ initiated a
new NATO-Russia Council that will help implement this undertaking. We remain
concerned, however, that Russian entities are providing proliferant states with technology
related to weapons of mass destruction (WMD)- and missiles.

Russia’s cash-strapped defense, biotechnology, chemical, aerospace, and nuclear
industries profit from exports and transfers to states on our list of state sponsors of
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terrorism. Some Russian universities and scientific institutes have shown a willingness
to earn needed revenues by providing WMD-related or missile-related teaching and
training for foreign students.

We have engaged in high-level efforts to halt Russian sales to the proliferants.
President Bush was quite direct in his conversation with President Putin last month. We
have offered Moscow lucrative incentives to end sensitive cooperation with Iran and
made clear that failure to do so will limit the scope of the new strategic framework we
seek to build with Russia. Moscow's response to our efforts has been mixed. Russia
updated its export control laws in 2001 and has limited some particularly dangerous
exports. However, Russian entities continue to engage in a broad array of cooperative
projects which aid the WMD and missile programs of countries of concern, as well as to
sell these countries advanced conventional weapons (ACW). We also have made clear to
Russia that it must take enforcement action to stop assistance to proliferators - and that
docs not mean just Iran. If Russian action does not terminate such assistance, U.S.
sanctions may be required.

Participation in Multilateral Export Control Agreements

‘Qur bilateral differences notwithstanding, the United States and Russia have worked
for more than thirty years in support of the Nuclear Nonproliferation Treaty (NPT). Last
fall, Presidents Bush and Putin reaflirmed their mutual commitment to the Bivlogical
Weapons Convention (BWC) and the Chemical Weapons Convention (CWC), and
endorsed efforts to strengthen the NPT. In Moscow two weeks ago, Presidents Bush and
Putin called on all countries - meaning Russia and the United States as well - to
strengthen and strictly enforce export controls, interdict illegal transfers, prosecute
violators, and tighten border controls to prevent and protect against proliferation. Tt goes
without saying that conformance to treaties like the NPT, CWC, and BWC cannot be
only a matter of degree.

Russia is a member of several of the multilateral export control regimes, including
the Nuclear Suppliers Group (NSG), Missile Technology Control Regime (MTCR) and
Wassenaar Arrangement. If is not a member of the Australia Group (AG), but controls
the items on the AG control lists. In 1998 Russia adopted "catch-all" controls to cover
unlisted items destined for WMD/missile programs, and in 1999 passed the Federal Law
on Export Controls, which created a comprehensive basis for controlling items of
proliferation concern. The Russian government has since enacted a number of
implementing regulations under the new law, revamped the export control
administration, expanded and updated its control lists and provided new authorities for
punishing violations.

The framework for Russia’s export control license procedures appears to be similar to
that in the United States. Representatives of relevant agencies and ministries review all
license applications and participate in an interagency Export Control Commission,
chaired at lower levels by the Department of Export Control in the Ministry of Economic
Development and Trade. Ultimate authority as to whether to approve or deny a license
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resides with the President, and by his delegation, the head of the cabinet-level Export
Control Commission chaired by the Prime Minister.

Implementation

Notwithstanding this export coutrol framework, implementation and enforcement
remains insufficient. The Russian Government on occasion has taken steps to investigate
alleged violations. However, proliferators continue to have access to a wide range of
sensitive technologies from Russian entities. In some cases official Russian export
policy is contributing to the proliferation threat, such as with the decision to proceed with
nuclear power plant cooperation with Tran.

Russian exports related to WMD and missiles to proliferant states take placeina
complex environment. Strong economic motivation for enterprises to increase exports
vie with mixed enforcement of export controls, a level of official corruption, and
governmental policies that often confuse rather than clarify what is permissible and what
is not. Russia's policy on such exports is generally to interpret its nonproliferation
commitments narrowly. In selling uranium fuel to India in the face of overwhelming
opposition from the Nuclear Suppliers Group, Russia made decisions contrary to the
guidelines. Moscow also tends to downplay the threat posed by proliferant weapons
programs and to express the belief that the limited technological capability of proliferant
states will prevent them from developing WMD and missiles. That view is shortsighted
and dangerous.

‘We have been working with the Russian Government for several years to help
strengthen its export controls and enforcement. This assistance played a significant role
in creating the legal foundation for export controls that is now in place in Russia. It was
a catalyst for industry-government outreach programs that educate Russian companies
about their obligations under Russia's export control system. U.S. assistance has also
funded installation of radiation detection equipment at a number of key transit and border
sites throughout Russia to detect and interdict illicit nuclear transfers. With the legal and
regulatory basis for Russia's export controls now essentially in place, our assistance
efforts are increasingly focusing on enforcement efforts and working with customs and
law enforcement officials on combating illicit transfers.

Ultimately, the Russian Government must demonstrate the political will and devote
the necessary priority and resources to use these capabilities effectively to stop illicit
transfers, as well as to set responsible policies for what constitutes legitimate transfers. It
has not yet done so. We will continue to press Moscow for this commitment.

And now I'would like to turn to China, addressing your questions in the following
order; (1) In what way does China participate in multilateral export control agreements?
(2) What are our current nonproliferation concerns with China? (3) How successfully has
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China implemented its multilateral export control agreements? (4) What assistance is the
U.S. providing to China?

Participation in Multilateral Export Control Agreements

Like Russia, China is a party to the key treaties to prevent the proliferation of
weapons of mass destruction, acceding to the Biological Weapons Convention in 1984,
the Nonproliferation Treaty in 1992, and ratifying the Chemical Weapons Convention in
1997. As a relative newcomer to nonproliferation, China's policies are still evolving and,
aside from the NPT-related Zangger Committee, China does not belong to any of the
multilateral export control regimes.

China remains the only member of the Zangger Committee that is not also a member
of the Nuclear Suppliers Group, which requires full-scope safeguards as a condition of
nuclear supply to non-nuclear weapon states. China has not yet been willing to accept
the full-scope safeguards policy, although it has expressed some interest in joining the
NSG.

China's nuclear export control regime applies not only to Zangger Committee Trigger
list items, but also to so-called dual-use items that have both civilian and military
applications. For transfers of both Trigger and dual-use items to a non-nuclear weapons
state (NNWS), China requires nuclear non-proliferation assurances. In May 1997,
China's State Council approved a circular notice to government and industry requiring
strict implementation of China's nuclear export policy of not assisting other countries to
acquire nuclear weapons. In September 1997 China promulgated nation-wide nuclear
export control regulations accompanied by a list of controlled nuclear items which is
identical, the Chinese informed us, to the Nuclear Suppliers Group Trigger List. In June
1998 China's State Council promulgated regulations, on control of nuclear dual-use items
and related technology.

Proliferation Concerns

We continue to have concerns about Chinese nonproliferation behavior. In particular,
we want to ensure that Beijing fully lives up to its May 1996 commitment not to provide
assistance to any unsafeguarded nuclear programs and facilities. In October 1997, China
gave the United States assurances regarding its nuclear cooperation with Iran. China
agreed to end cooperation with Iran on supplying a uranium conversion facility (UCF)
and to end further cooperation after completing within a reasonable period of time two
existing projects - a zero-power reactor and a zirconium production plant. We will
continue to evaluate whether subsequent interactions between Chinese and Iranian
entities are consistent with the Chinese "no new nuclear cooperation” pledge.

With regard to chemical and biclogical weapons, China is a Party to the Biological
Weapons Convention and the Chemical Weapons Convention. But China's chemical-
related export controls are not yet up to the Australia Group standard and only cover 10
of the 20 Australia Group-listed items not also on the CWC schedules. Chinese officials
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have told us they plan shortly to increase coverage to reach the Australia Group standard.
This would be a welcome improvement. However, loopholes remain in Chinese controls
and enforcement. Since 1997 the U.S. has imposed sanctions on 13 Chinese entities
under the Chemical and Biological Weapons Control and Warfare Elimination Act of
1991 and the Iran Nonproliferation Act of 2000.

In November 2000, China committed not to assist, in any way, any country in the
development of Missile Technology Control Regime (MTCR) Annex-listed ballistic
missiles, to improve and reinforce its export control system, and to publish at an early
date a comprehensive missile-related export control list and related regulations.
However, China has failed to fully implement its commitments. Chinese entities have
recently provided Pakistan with missile-related technical assistance. In addition, firms in
China have provided dual-use missile-related items, raw materials, and/or assistance to
several other countries of proliferation concern — such as Iran, North Korea, and Libya.
In September 2001, the U.S. imposed missile sanctions on Chinese and Pakistani entities
for their involvement in the transfer of MTCR Annex Category I items that contributed
to Pakistan's MTCR Annex-listed ballistic missile program. We have had discussions,
including by President Bush this spring in Beijing, concerning China’s failure to
implement fully its November 2000 commitments.

Implementation

There is a continuing gap between the commitments China has made and its
implementation of these commitments. We remain concerned about gaps and loopholes
in Chinese export controls, as well as by exports by entities with and without government
concurrence. China still has not promulgated all the laws and regulations that would
implement the nonproliferation policy that Chinese officials at every level say is China’s
policy. There will be no horse frading. Our view is very clear. If China’s policy is as it
describes - opposition to proliferation - then it needs to put the tools in place and use
them effectively.

U.S. Assistance

The U.S. has taken modest steps to help the Chinese identify problems in their export
control systems. The Department of Commerce (DOC) has conducted a seminar on U.S.
export control regulations for the Ministry for Trade and Economic Cooperation
(MOFTEC), the Ministry of Foreign Affairs (MFA) and the U.S. and Chinese business
comupunities in China. It has also brought MOFTEC officials to the U.S. to exchange
views with DOC export control officials.

A Final Word

The message is same for our oldest friends and our newest: as in the war on terrorism,
one cannot be neutral. Results, not words, are the means by which we can measure
China’s, Russia’s, or indeed any other country’s commitment to the effort to stem
proliferation. President Bush made clear at the time of the Beijing summit that China's
fulfillment of its nonproliferation commitments would be an important factor in
determining how far the new U.S.-China relationship can develop. He said the same
thing to the Russians in Moscow in May. We will rely on international treaties and
multilateral agreements. We will work actively with friends and allies, as I discussed last
week in Vienna, Berlin, and Brussels at the EU and NATO. But we will also work
bilaterally and, when necessary, unilaterally to stop the flow of weapons and technologies
that constitute a direct threat to the US, our forces stationed abroad, our allies, and our
friends.
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Mr. Chairman and Members of the Subcommittee:

Thank you for the opportunity to testify at this hearing. The effectivencss of the export
control systems of Russia and China is an important subject made even more important by the
events of September 11. The subcommittee is to be commended for its attention to this topic.

My testimony will describe the dual-use export control systems of Russia and China and
the status of the U.S. government’s dual-use export control cooperation program with each
country. My descriptions of the dual-use export control systems of each country are based on the
Department of Commerce’s involvement in export control cooperation programs with these
countries.

Rassia
Export Control System

Russia’s current dual-use export control system has continued to evolve since its
beginnings in the early 1990s. Russia is a member of the Wassenaar Arrangerent, the Nuclear
Suppliers Group, and the Missile Technology Control Regime. Russia is also a member of the
Exporter’s Committee (commonly called the Zangger Committee) under the Nuclear
Nonproliferation Treaty. Russia is not a member of the Australia Group. Russia is a State Party
te the Chemical Weapons Convention and the Biological Weapons Convention. In summary,
Russia has: .

. an export control law for dual-use items;

. implementing regulations, including control lists and catch-all controls;
. interagency review of export license applications;

. an outreach program for exporters;

. limited enforcement capability.

I will now discuss each of these elements in more detail,
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Russia enacted an export control law in 1999, This law authorizes control over the export
of all items (commuodities, software, and technology) on the lists of the four multilateral export
control regimes and chemicals covered by the Chemical Weapons Convention. The law also
provides authority o impose catch-all controls — control over items that otherwise would not
require an export license if the exporter knows or is informed by the govermment that the export
will go to a weapons of mass destruction purpose.

Other notable provisions of the law cover:

. Establishment and revision of control lists;

. License review and issuance process;

. Recordkeeping and inspection requirements;

. International cooperation;

. Public dissemination of export control information;

. Administrative penalties, including denial of the authority to export for up to three

years, for individuals and companies;
. Mandatory internal control programs for defense enterprises.

Criminal penalties for violations are set forth in the criminal code, Criminal penalties can be up
to 12 years in prison with confiscation of assets or penalties pegged to the minimum wage.

Russia has a series of Presidential decrees that implement this law. Generally speaking,
there is at least one decree, with a corresponding list of controlled items, for each of the regimes.
This systern of multiple confrol lists is different from the system used by the United States and
many of the other members of the multilateral export control regimes. The United States and the
European Union have one unified control list of dual-use items (items that have civilian and
military applications). Russia also has a form of catch-all controls that prohibits exports of
uncontrolled items if the exporter knows they will be used for developing or operating weapons
of mass destruction or missile delivery systems.

Russia’s structure and process for implementing its dual-use export control system is as
follows. The Export Control Department of the Ministry of Economic Development and Trade is
the lead agency for the promulgation of regulations and the processing of export license
applications. Once an application is filed, several ministries, including the Ministries of Foreign
Affairs, Defense, and Atomic Energy, can recommend approval or denial. There is an
interagency comumittee that reviews license applications. While there is no formal interagency
dispute resolution process, a dissenting ministry can escalate its position to higher political
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levels.

Russian export control officials have put considerable effort into outreach to defense
enterprises. In cooperation with the United States, the Russian government and a Russian
nongovernment organization {the Center for Export Controls) have conducted outreach to more
than 900 enterprises over the last several years. These outreach programs seek fo inform
exporters, or potential exporters, of their obligations under Russia’s export control law and
regulations. These outreach programs also introduce Russian enterprises to the concept of an
internal control program. As noted in my November 2001 testimony, the U.S. government
developed software for Russian enterprises to use to establish their own internal control
programs.

Russia’s export control system is enforced by a combination of the Custorns Service, the
intelligence service, and the federal prosecutors. Russia is in the process of establishing a
specialized enforcement unit within the Ministry of Bconomic Development and Trade based on
amendments to Russia’s Administrative Code, which now authorizes civil enforcement actions
and penalties for export control violations. Regarding Russia’s enforcement of its own
regulations, while Russia has not yet provided any documentation on the number or substance of
enforcement cases, Russian officials have begun providing some information on enforcement
cases. It is clear from a variety of sources, however, that there have been a number of exports
from Russia that would appear either to constitute violations of Russia’s export control system.

Cooperation

The United States has had an ongoing export control cooperation program with Russia
since 1996. The initial stages of this program entailed the exchange of basic information about
each country’s dual-use export control system. In these exchanges, the U.S. had to overcome a
view of some Russian officials and exporters that the U.S. was encouraging Russia to adopt
effective export controls merely to preserve market advantages for U.S. companies.

Since 1996, the U.S. has held several dozen technical export control exchanges with
Russia. These exchanges covered the legal basis and regulatory framework for export controls,
control lists and licensing procedures, enforcement, and industry outreach. As noted above, the
most extensive part of the program to date has been support of Russia’s industry outreach
program including dissemination of the internal control program software fo several hundred
enterprises since 1998.

Overall, this cooperation has achieved concrete results. Russia has a legal basis for its
dual-use export contro! system. Russia has promulgated a basic set of implementing regulations.
A significant number of enterprises have received training in Russia’s export control
requirements and have established their own internal control programs.

A recent study of the industry outreach program by the University of Georgia’s Center for
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International Trade and Security indicated that the program has been successful. For example,
the study indicated Russian defense enterprises generally often lacked basic information about
Russia’s dual-use export control system prior to participating in the outreach workshops. Only 5
percent of those surveyed said they already had the export control information provided during
the workshops while 80 percent said that they only had access to the control lists because of the
material distributed during these activities. Over 90 percent of those surveyed found the internal
control program software distributed at the workshops to be useful in complying with export
control requirements and about 70 percent stated that their enterprise had assigned a person
responsibility for export control compliance. Notwithstanding the achievements of this program,
more enterprise training needs to be done. Even after the workshops, only 20 percent of those
surveyed characterized their knowledge of Russia’s export control requirements as good. We
continue to work with Russia and the Center for Export Controls to cenduct follow-up
workshops to enhance knowledge of export controls in the defense enterprises. In addition, the
Department of Energy, in coordination with the Department of Commerce and the Center for
Export Controls, conducts workshops with nuclear industry enterprises.

Our attache in Moscow also plays an important role. In addition to conducting end-use
visits to ensure U.S.~origin items are being properly used, he serves as a resource for Russian
export control officials and industry representatives with questions about how the U.S. export
control system works. The Departinent of Energy also has an attache in Moscow. That attache
focuses on export controls on nuclear technology working with the Center for Export Controls
and the Ministry of Atomic Energy.

It appears that Russia is now ready to focus more on enforcement of its export control
system. The Export Control Departrnent has requested programs in the prosecution and
enforcement of administrative violations. We have begun planning for such programs. We
anticipate working with Russia on a range of enforcement issues, including review of preventive
and administrative enforcement activities and training for prosecutors and judges. Establishment
of an effective administrative enforcement program would be an important accomplishment. In
our experience, administrative enforcement is essential to obtain a high degree of compliance by
exporters.

China
Export Control System
The U.S. government in general, and the Department of Commerce in particular, have

had no comparable export control cooperation program with China. Thus, there is less I can
testify to regarding China’s export control system.



43

China is a member of the Zangger Committee but not of any of any of the other
multilateral export control regimes. China is a State Party to the Chemical Weapons Convention
and the Biological Weapons Convention.

China does have a general foreign trade law but does not have a separate export control
law. Over the past few years, China has promulgated regulations governing the export of nuclear
related dual-use items and chemical weapons precursors. China has also indicated in 2000 that it
would issue regulations governing the export of missile technology but has yet to do so.

Cooperation

Technical discussions between the United States and China have been extremely limited.
In 1999, a Chinese delegation came to Washington, D.C. for a general overview of the U.S.
export control system. No subsequent meetings have been held.

The Department of Commerce did put on a serninar on U.S. export controls for
businesses operating in China in the fall of 2000. This seminar focused on educating importers
in China on the requirements of the U.S. export control system. It was not conducted as a
government to government meeting. We hope to put on a similar seminar early in 2003.

Conclusion

In summary, Russia has an export control system based on a comprehensive law, control
lists covering all the multilateral regime items, a basic regulatory structure, an interagency review
process, and an extensive industry outreach program. Russia’s most significant weakness is its
ability to enforce its export control systent.

China’s export control system is much less transparent. While there are some export
control regulations, we have not had any extended cooperation program that would allow me to
discuss the structure or functioning of China’s export control system.
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Thank you, Mr. Chairman for the opportunity to testify this afternoon on a
subject of high ituportance to international security: Russian exports of
equipment and technology that may contribute to the proliferation of
weapons of mass destruction and missiles for delivering them.

Sadly, Mr. Chairman, this is an area where we are seeing history repeat itself
 and where, it seems, Moscow has failed to absorb the unmistakable lessons
of the past.

In the 1960s, 1970s, and 1980s, the world witnessed eager, profit-oriented
exporters carelessly sell sensitive commodities that recipient states later
misused to support weapon-of mass-destruction programs.

During the ‘60s, the United States and Canada provided India the CIRUS
research reactor, but they did so under weak controls. Later, India misused
the facility to produce plutonium for its 1974 nuclear test.

In the 1970s, the desire for profits and influence led France to sell Iraq the
Osiraq reactor (which Israel destroyed in 1981) and to promise Pakistan and
South Korea facilities for extracting weapons-usable plutonium from spent
nuclear power plant fuel. The 1970s also saw Germany offer Brazil, then
under military rule, the equipment needed to produce fissile materials. Only
the strongest diplomatic intervention by the United States persuaded France
and Germany to curtail the most sensitive of these exports.

In the 1980s, weak interpretation and enforcement of export controls in a
number of Western countries, particularly Germany and Switzerland,
enabled Pakistan to acquire crucial facilities to support its nuclear weapons
éffort, permitted Libya to build the Rabta chemical weapons plant, and
allowed Saddam Hussein to advance multiple weapon-of-mass-destruction
and missile programs.

Slowly, but with increasing resolve, Western suppliers recognized the
dangers of allowing profit to guide their export decisions, and they have
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moved to tighten export control rules and enforcement. Today, the newly
appreciated danger that terrorist organizations are seeking to acquire
weapons of mass destruction makes this mission all the more urgent.

Unfortunately, Moscow has not heard the message and, driven by the desire
for profit, 1s engaged in a wide range of unwise exports. (See table,
attached.) The Bush Administration has highlighted Russia’s disturbing
trade with Iran in the nuclear and missile areas, which I will not reiterate
here. But the Russian government is also permitting — indeed encouraging —
other, highly disturbing exports.

¢ It has opened the nuclear Pandora’s box in Syria by selling a large
research reactor to that country, which we consider to be a state-
sponsor of terrorism and which is known to have an extensive
chemical weapon and missile arsenal. Although, like the Osiraq
reactor, this facility will be subject to monitoring by the International
Atomic Energy Agency (JAEA), the reactor will help train Syria’s
first generation of nuclear scientists and, like Osiraq, has sufficient
power for the clandestine production of plutoniumy.

¢ Moscow, similarly, has enhanced the prestige of the widely
condemned military junta in Myanmar by signing a contract to
provide that state with its first research reactor.

* Moscow is also helping to refurbish the Tajoura Nuclear Research
Center, in Libya, a country with a significant chemical weapon arsenal
and which is seeking to expand its missile capabilities.” Although the
Tajoura reactor is under IAEA inspection, Russia’s assistance will
mean more and better training for Libyan nuclear specialists, whose
next project may be a clandestine nuclear weapons program.

¢ Most troubling, however, is that at a time when the international
cornmunity is intensely concerned about the threat of nuclear war in
South Asia, Russia is assisting India to develop nuclear-capable cruise
and ballistic missiles and is seeking to “cash in” through major sales
to India’s civilian nuclear power program. These activities violate the
long-standing rules of the Missile Technology Control Regime
{MTCR) and the Nuclear Suppliers Group.

I should underscore, Mr. Chairman, that these exports are neither
inadvertent, nor the result of smuggling activities that by-pass official
controls. Indeed, not only are these exports all blessed by officials in
Moscow, but these same officials have deliberately manipulated Russian
export control laws to permit these sales,
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It is clear, for example, that Russian cruise missile technology exports, while
technically complying with the MTCR, will provide India the ability to build
systerns with greater range and payload capabilities that would violate that
regime, if exported directly. India has a widely-known history of exploiting
missile technology in this way, a history to which Russia is cynically turning
a blind eye.

Moreover, to permit the export of 58 metric tons of fuel for the Tarapur
reactors, Russian export control officials grossly distorted an exception to
the Nuclear Supplier Group Guidelines. The Guidelines permit exports to
countries like India on safety grounds, only if such exports are “essential to
prevent or correct a radiological hazard to public health and safety, which
cannot reasonably be met by other means.” Russian export officials asserted
that the export of the Tarapur fuel met this standard — a view that all other
members of the Nuclear Suppliers Group, save Belarus, have publicly and
repeatedly rejected.

Although these exports do not involve smuggling, smuggling of Russian
WMD and missile commodities remains a distinct and dangerous dimension
of Russian weapons of mass destruction and missile exports. The most
notorious case of smuggling involved the sale of some 800 missile
components by Russian entities to Saddam Hussein, in 1995. UN inspectors
discovered many gyroscopes and other components in Iraq, where fraqi
officials had dumped them into the Tigris River in an attempt to hide them
from the UN teams. Although details of the smuggling operation were
widely publicized, Russian authorities never prosecuted those involved.

Indeed to this date, there have been few prosecutions in Russia for
smuggling activities, and those that have occurred have resulted in minimal
penalties for offenders. Given the dangers of leakage of WMD materials
from Russia, it is extremely unfortunate that efforts to prevent such leakage,
on which the United States is spending hundreds of millions of dollars, are
not being reinforced by the deterrent effect of aggressive Russian
prosecution.

Given these patterns, it seems clear that the fundamental problem is a lack of
political will in Moscow to enforce a disciplined export control system, an
export control system that gives a higher priority to nonproliferation than to
profit,

How can we change this situation? The Bush Administration, like the
Clinton Administration, has tried a number of approaches, but with only

3
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limited success. It has raised U.S. concerns at “the highest political level,”
most recently at the May 2002 Moscow Summit. It has imposed sanctions
against specific Russian entities involved in imoproper exports. It has
publicized Russia’s departures from international norms. It has spent
millions training Russian export control officials. Despite these efforts, the
problems persist.

1 would Iike to suggest several new avenues to reinforce these
nonproliferation efforts.

First, it may be time to indicate more forcefully that other members of the
Missile Technology Control Regime and the Nuclear Suppliers Group are
dissatisfied with Russia’s behavior. My first thought was to seek to expel
Russia from these groups for a period of time. Russia is not a member of the
Australia Group, which harmonizes chemical- and biological-weapon related
export controls, but that organization is able to work quite effectively
without Moscow’s participation.

Administration officials have pointed out to me, however, that expulsion
would entail many diplomatic headaches, not the least of which is the fact
that neither the MTCR nor the NSG has established rules for removing or
suspending members.

At a minimum, such a process is needed for the future, so that the groups can
discipline their wayward members. A U.S. call for such procedures, a step
which all observers would know was initiated with Russia in mind, would be
one more signal to Moscow of the seriousness of U.S. concems.

In the meantime, the United States should reinforce the public shaming of
Russia through the equivalent of a nooproliferation “scarlet letter.” In its
official pronouncements describing the members of these organizations
Washington should include a note or asterisk stating that the “United States”
or “some members” of the groups “have raised concerns that Russia is not in
full compliance with the guidelines of the [the Missile Technology Control
Regime] [Nuclear Suppliers Group]. *

A second approach would be to take a leaf from domestic U.S. law
enforcement. Here it is common practice for federal officials, through the
seizure of wrongdoers’ assets or the imposition of fines, to seek to deprive

*In taking this step with respect to the MTCR, it will be important for the United States to leave no doubt
that it is, itself, in full compliance with the group’s guidelines. It is possible that some cooperative
activities with other states in the area of ballistic missile defenses could raise questions in this regard.
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malefactors of the financial gains they have obtained from their illicit
activities. In addressing Russian export controls, the United States could
adopt a parallel strategy by reducing dollar-for-dollar the benefits it provides
Russia, so as to offset the profits Russia makes from improper exports.

It might be possible, for example, when the United States periodically “rolls
over” Russia’s sovereign debt to reduce the total amount of debt postponed
by an amount equal to Russia’s profits from dangerous exports. This, in
effect, would force Russia to disgorge its illicit gains to pay off the amount
of debt so accelerated.

The Clinton Administration was reluctant to link macro economic
stabilization activities to nonproliferation, but this approach would have a
modest impact on the overall Russian economy while sending a very strong
signal regarding U.S. concerns.

Finally, we have to ask ourselves, “How do we lead Russian officials to
place nonproliferation over profit?” In the end, the issue is one of education.
For more senior officials, education, it seems, must be conducted in public,
exposing them collectively to international calunmy for their inappropriate
policies. But more junior officials, those training to become officials, and
journalists can be taught through more traditional means — for example,
through mid-career training and degree-granting programs that stress
nonproliferation values and through exchanges with Western countries that
have embraced and implemented such values.

shedfese

This concludes my remarks, Mr, Chairman. I would be pleased to answer
any questions you may have.
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RUSSIAN WMD AND MISSILE EXPORTS OF GREATEST CONCERN
TO THE UNITED STATES

Concerns

Status

NUCLEAR

Iran Bughehr Permitted under NPT; subject to IAEA inspections; will Under con-
Nuclear Power | provide Iran training in nuclear facility construction and | struction; start-up
Plant (NFPP), operation; may provide cover for sensitive nuclear plannzd, 2003-
Unit 1 exports and training. 2004; talks

underway re;
second NPP at site
Sensitive Few details in open literature; related to production of On-going
nuclear items, | fissile matertals for puclear weapons. NPT requires fran
technology to place new nuclear facilities under IAEA inspection
once uclear materials are introduced. No violation
identified to date. Russian sale of lasers possibly useful
for urznium enrickment cancelled after U.S. raised
concems.
“Russian entities continued to interact with Iranian
research centers on various activities. These projects will
help ran augment its nuclear tachnology infrastructure,
which in tarn would be useful in supporting nuclear
weapons research and development.” (CIA, reporting on
activities in first half of 2001.)

India Koodankul Generally viewed as violating Nuclear Suppliers Group Construction
NP, Units | (NSG} Guidelines 1992 rule banning puclear exporis to ‘begun Fan. 2002
& 2 (1000 conntries that refuse to place off nuclear facilities under
MWie) JAEA inspection (“full-scope safeguards™). NPPs will
VVER-1000) | themselves be placed under [ABA inspection, but other

Indian facilities remain uninspected. Russia claims its

contract (signed in 1988) predates NSG rule and is

exempt. Transfer likely includes technology not included

in original 1988 deal.
Koodankulam | Violates NSG full-scope safeguards rule because not Contract signed
NPP, Units 3 included in original 1988 deal. Nov. 2001 for
and beyond . Units3 & 4
Fuel for Though fuel will be under IAEA inspection, export Fuel exports began
Tarapur NPP violates NSG full-scope safeguards rule. Other NSG in 2001.
{58 metric tons | members reject Russian view that material is exempt
low enriched under NSG rule permitting exports of safety-related
wranium.} equipment to avert an imminert threat to public health

and safety.
Lease of two Unprecedented (except for earlier Soviet-to-India n-sub Negotiations
nuclear lease of 1988-91). Not banned by NPT or NSG; may continwing
powered include cruise missile launch technology regulated (but
Akula I attack | not banned) under MTCR. Significant and unique
submarines for | escalation in level of weaponry transferred to 2
five years developing country. 'Will support Indian development of

indigenous nuclear-anmed ballistic missile submarine,
Assistance for | Few details in open literature. Together with assistance Status uncertain
the ATV u~ for Sagarika, subject to regulation under MTCR.
powered Unprecedented transfer of technology to a developing
baltistic country.
missile
submarine
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Reactor to be under TAEA inspection. Light-water pool-

continued Dayr Al Jajar | type reactor could require weapons-nsable highly
research entiched aranium fuel. Size of reactor could permit
reastor secret production of plutonium. Reacior introduces
auclear technology to a country viewed by United States
as a state sponsor of terrorism and as possessing CW and
possibly BW, as well as short-range missiles.
Nuclear power | Agreement signed January 2000, Could provide No apparent
cooperation extensive training and cover for sensitive exports, as in developments
Tran.
Myanmar 0MWE Reactor will be under IAEA inspection, but with training | Contract for export
research activities introduces nuclear technology 1o a country signed; deliveries
reactor opposed to democratic values. Need to determine in 2003
whether reactor will use weapons-usable “highly
enriched” uranium as fuel.
Libya Refurbish Although facility is under IAEA mouitoring, cooperation | On-vgoing
Tajoura enhances training of nuclear speciadists in a country
Nuclear considered fo be a sponsor of terorism and possessing
Research chemical and, possibly, biological weapons and seeking
. Center longer range missiles,
MISSILE
Tran Assistance for | Few details regarding specifics of Russian transfers inthe | Missile fested on
Shahab IX open literatare, CIA characterizes assistance as “crucial” | several occasions
MRBM
India Assistance for | Open literature indicates this project is continuing.
Sagarika Assistance in developing the missile and providing
submarine- tachnology for ifs manufacture would be a major
Iaunched viclation of the MTCR. Russia and India have denjed
ballistic collaborating on the project, but U.S. officials remain
missile concerned. .
BrahMos PI-10"s 300 km range, 250 kg payload is beiow MTCR Undergoing flight
PI-10 craise “Category I” level (360 kie/500 kg), but India may be tests; full
missile able to Increase systera’s capabilities. production planned
production for 2003
technolog:
3M-348/ El Kiub’s 300 km range, 300 kg payload is below MTCR Purchased; in
“Klub” cruise | “Category I” level (300 knv500 kg), but India may be service
missile able to increase system’s \biliti
12KRB Used as third stage of Indian Geostationary Satellite New Russtan
cryogenic Launch Vehicle (GLSVY; if production technology engine sales
rocket engine, | tramsferred, could provide India with JCBM capability. recently
joing anmounced.
Syria Unspecified “Foreign equipment and assistance for fis quid-
propellant missile program—primarily from North.
Korean entities, but also from firms in Russia-~have been
and will continue to be essential for Syria’s effort.” (CIA,
reporting on activities in first half of 2001)
CHEMICAL/
BIOLOGICAL
Iran Unspecified “During the first half of 2000, Russian entities remained a
significant souree of dual-use biotechnology, chericals,
production technology, and equipment for fran” (CL3,
reporting on activities in first half of 2001.)
Syria Unspecified

ALY
IAEA: Int'] Atomic Energy Agency- NPT Non-Proliferation Treaty - MTCR = Missile Technology Control Regime
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Nuclear Non-Proliferation Concerns and Export Controls in
Russia

Testimony before the Governmental Affairs Subcommittee on International
Security, Proliferation, and Federal Services

By David Albright
President, Institute for Science and International Security (ISIS)
June 6, 2002

Leakage of sensitive nuclear or nuclear-related equipment, matetials, or technology from
Russia remains a troubling concern. Such leakage may have contributed or could
coniribute significantly to the nuclear weapons programs of Iraq, Iran, or North Korea. It
could also allow terrorists to obtain items needed to turn plutonium or highly enriched
uranium into nuclear weapons.

Nuclear proliferation depends on illicit foreign assistance. Proliferant states are adept at
exploiting weak or poorly enforced export controls in supplier states. In the past, many
Western countries have been the source of items vital to the nuclear weapons programs
of developing countries, including Pakistan, India, Iraq, and Iran. Russia must,
unfortunately, be viewed as a current target for proliferant states and terrorist groups in
their quest to obtain the ability to make nuclear weapons.

Russia has made great progress in improving its system of laws and regulations to license
and control its sensitive exports. But it faces major problems in implementing its system
of controls. Lack of resources, inadequate company interal compliance systems aimed
at stopping illicit exports, a poor export control culture, and a desperate emphasis on
commerce slow progress on the creation of an effective export control system.

Russia is not the first country to confront these challenges. One has only to remember
West Germany and Switzerland in the1980s to discover similar problems. Fortunately,
these countries had the necessary resources to fix deficiencies in their export control
systems.

Russia, however, lacks sufficient resources to implement its own export control laws and
regulations and has a growing and influential business culture that disdains such controls.
As aresult, the United States and Western allies must provide both the pressure to reform
the Russian system and much of the resources required to do so. Assistance, so far, has
been insufficient to solve the task at hand.

The concerns and views  cxpress today are based on my investigations of sceret nuclear
weapons programs and the critical role of illicit foreign procurement to these programs. I
have studied Iragi procurement methods for many years, particularly during the 1990s



52

when I cooperated with the International Atomic Energy Agency (TAEA) Action Team
that was responsible for carrying out inspections in Iraq. I currently lead an ISIS project
in Russia that works with Russian export officials to improve appreciation of the
importance of export controls, develop a deeper understanding of how illicit procurement
occurs, and give Russian enterprises the tools they need to implement export controls in
Russia more effectively. Many of the comments I will make today about Russia’s export
control system reflect participation in this project.

Russian Progress and Problems

Russia has made great progress in creating nuclear and nuclear-related export control
laws and regulations following the demise of the Soviet Union. The legal structure has
been developed with extensive assistance from the U.S. government and the non-
governmental community. The highest levels of the Russian government are committed
to the creation of an effective export control system aimed at stopping enterprises and
individuals from conducting illegal or otherwise damaging exports. Many positive steps
have been taken toward full implementation of this system.

However, creating an adequate Russian export control system remains complicated and
urgent. Significant problems must be overcome if Russia is to implement an effective
system. Problems that ISIS staff has encountered include:

* An overemphasis on obtaining sales and exports without adequately weighing the
security problems that could be caused by a sensitive export. Too many Russians
view sales as essential to the survival of enterprises and export controls as hindering
those sales. One official put the situation starkly for smaller companies—the choice
for the company is either “money or life;”

e An environment or culture at enterprises that does not adequately emphasize the harm
of illicit exports;

s A shortage of effective internal compliance systems at Russian enterprises. Larger
enterprises, particularly those with nuclear experts, are creating internal compliance
systems, but they remain in need of assistance to make them effective. Many smaller
enterprises, particularly those outside Moscow, often lack rudimentary knowledge of
the laws and regulations and cannot afford to create an internal compliance system;

+ Inadequate education and training opportunities for employees at enterprises who
must ensure that exports are legal and for students who will become the next
generation of export control officials;

s A dearth of information at Russian enterprises that would enable sellers to check on
end users in foreign countries. One Russian export control official said that more
than 90 percent of all Russian enterprises do not have books or other resources to
research the companies buying their items. Thus, a seller has a difficult time
checking whether the information provided by the customer is true or reliable.
Another senior Russian official stated that this problem is already hard to deal with in
the United States and Europe, and it is much harder to cope with in Russia.
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o The need for improved controls over the sale of Minatom nuclear assets. This
problem can be traced to the general problem in Russia of tracking and controlling
the resale of items to buyers within Russia that may subsequently export them; and

« Inadequate enforcement of violators of export control laws. For example, many
potential violators work at enterprises owned by the Russian government. Asa
result, Russia may not prosecute them adequately to discourage similar behavior by
others. A “slap on the hand” may be the only outcome, particularly if the case is
limited fo an administrative inquiry at the government-owned enterprise.

My personal observation is that many officials in Russia are overly confident that Russia
will not export illicit nuclear items, although many of them recognize the above
problems. If they concede that such exports could happen, some of these officials add
that the proliferant states receiving the item could not build nuclear weapons regardless.
This failure to recognize the possibility or consequences of illicit sales is too common.,
Because all countries seeking nuclear weapons in the last thirty years have depended
extensively on foreign assistance, these statements border on the irresponsible and
illustrate the lack of a culture supporting export controls in Russia.

Given all these problems, significant illicit or questionable sales are bound to occur
unless more is done to strengthen Russia’s export control system. Under current
conditions, the Russian government may be inadvertently encouraging the export of
sensitive items to clandestine nuclear weapons programs.

Russia is not unique in dealing with these problems. Many Western countries have had
to learn the hard way that commercial interests cannot be placed above strategic interests.

Germany in the 1980s, for example, had a weak export control system. Its companies
provided a large number of sensitive items to Iraq’s nuclear weapons program. Although
many of these companies knew that the exports were illegal, the government shared in
part of the blame for these companies actions because of its emphasis on encouraging
exports and not devoting adequate resources to its export licensing system. Similar cases
can also be found in the United States and Britain.

A key lesson of the German cases is that violations do occur. Proliferant states and
terrorist groups seek to identify and exploit weaknesses in countries’ export control
systems. In response, countries must vigorously prosecute violators to deter future
violations. To minimize exploitation of the system, loopholes in laws and regulations
need to be fixed; internal compliance systems must be improved; and vigilance and
political will must be sustained.

U.S. Assistance Remains in Our Interest

U.S. assistance has been critical to improving export controls in Russia. This assistance
reduces the risk that states such as Iran and Iraq will obtain nuclear weapons.
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Russian officials responsible for creating and implementing export control laws view
U.S. assistance positively and know it is important to the success of their efforts. ISIS’s
experience working in Russia is that U.S. assistance has already played a vital role in
improving Russian export controls and remains critical as efforts shift to the
implementation of Russia’s export control laws and regulations.

Toward that end, and reflecting ISIS’s experience, I would like to make the following
recommendations:

e U.S. and other Western governments need to continue stressing that stopping the
spread of nuclear weapons, other weapons of mass destruction, and ballistic missiles
is a key goal of the United States and the international community, and that effective
national export control systems are a necessary part of working toward that goal;

e U.S and other Western governments need to make a long term commitment to assist
Russia create and implement an adequate export control system; and

o The United States needs to commit additional funding and expertise to help Russia
implement its export control system. Immediate priorities include creating effective
internal compliance systems and developing adequate practices to ensure that end
users are legitimate and verified. An on-going priority is ensuring adequate education
and training of Russian government and enterprise personnel in export control laws,
regulations, and methods.

Iran

One cannot work in Russia without confronting arguments about Russia’s nuclear
assistance to Iran’s nuclear weapons program. There is no more controversial issue
between the United States and Russia. This problem is even more difficult, because
according to a former Russian official, over 95 percent of Russian exports are by
government-owned enterprises or agencies.

For the sake of brevity, the issue can be reduced to a series of questions. Has the Russian
government consciously approved exports to Iran’s nuclear weapons program? Are
Russian individuals assisting Iran’s nuclear weapons program with their government’s
blessing? Does the Russian government turn a “blind eye” to such exports and
assistance? Alternatively, have any such exports and assistance resulted from general
chaos in the Russian export control system, and thus they have been inadvertent?

1 do not know the answers to these questions, but, at a minimum, weaknesses in the
Russian export control system have made franian procurement for its nuclear weapons
program significant easier. In addition, the lack of clear answers to these questions
enormously complicates cooperative efforts to strengthen Russian export controls.

Russian officials typically deny that any of its exports go to a secret Iranian nuclear
weapons program. They often express the view that the United States has singled Russia
out unfairly and has a double standard in dealing with proliferant states such as Iran. One
official stated recently that the United States pressured a Russian enterprise not to
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provide a general-use furnace to Iran, but he had seen a similar furnace in Iran provided
by Germany, an export he believes had U.S. support. We are all aware of Russia’s anger
at the United States over the Bushehr reactor,

Looking forward, the United States will need to continue pressing its concerns that
Russian assistance, whether deliberate or inadvertent, is aiding Iran’s nuclear weapons
program. As important, the United States needs to maintain and increase its financial aid
as Russia creates a robust, effective export control system. This system must exist in an
export culture that supports the idea that exports to secret nuclear weapons programs are
bad for business and dangerous for the world.

Conclusion

U.S. non-proliferation interests motivate cooperation with Russian officials and experts
to build a strong Russian nuclear and nuclear-related export control system. Developing
adequate controls in Russia is challenging and will require extensive U.S. assistance.
The major benefit is that siates such as Iran and Iraq will not find Russia the most
attractive “nuclear supermarket” as they shop the world for items needed in their quest to
build nuclear weapons.

An effective Russian control system can stop many dangerous exports and increase U.S.
and international security. Although export controls alone cannot stop nuclear
proliferation, they can make proliferation more difficult, time consuming, and costly,
both politically and financially. Delaying a country from proliferating can buy time for
more fundamental political changes to occur that will stop or dissuade a country from
obtaining nuclear weapons.
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Testimony of Gary Milhellin

Professor Emeritus, University of Wisconsin Law School
and -
Director, Wisconsin Project on Nuclear Arms Control

Iam pleased to appear before this distinguished Subcommitiee to discuss the subject of
export control and arms proliferation. The Subcomumittee has asked specifically that T comment
on China and Russia, and how these two countries’ exports have contributed to the spread of
weapons of mass destruction.

First, T would Like to present an overall view of what these couniries have been exporting.
Then, I would like to make some recommendations conceming the group of Chinese firms that
were sanctioned last month by the State Department.

If we look around the world today, and ask ourselves what are the “pacing items” in the
spread of mass destruction weapons, the answer is clear: they are Chinese and Russian exports.
Sales by these two countries are now fueling the spread of chemical weapons, nuclear weapons
and long-range missiles in a number of countries, some of which support interational terrorism.

In his testimony this past March, CIA director George Tenet made it clear that this
activity is still going on. He told the Senate Armed Services Comunitiee that “Russia appears to
be the first choice of proliferant states seeking the most advanced technology and training.” He
said that “Russian entities continne to provide other couniries with technology and expertise
applicable to CW, BW, nuclear, and ballistic and cruise missile projects.” He further accused
Russia of supplying “significant assistance on nearly all aspects of Tehran’s nuclear ... [and] ...
long-range ballistic missile programs.”

He also testified that Chinese firms “remain key suppliers of missile-related technologies
to Pakistan, Tran, and several other countries.” He said that these exports were continuing “in
spite of Beijing’s November 2000 ... pledge not to assist in any way countries seeking to develop
nuclear-capable ballistic missiles.” In addition, he noted that China is selling CW-related
production equipment and technology to Iran.

All this has been going on for 2 long time. If we just look back over the past several
years, we see that Russia has done the following:

* Helped India develop a nuclear submarine and its missiles;

* Helped India develop a cruise missile and improve the accuracy of its surface-
to-surface missiles;

* Shipped, in violation of Russia’s obligation to the Nuclear Suppliers Group,
nuclear fuel for India’s reactors at Tarapur and begun work on two new Indian
nuclear reactors;

* Supplied Iran a large nuclear reactor, which will give Iran its first access to
fissile material, and sold Iran sensitive heavy water production technology,
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nuclear-grade graphite production technology, and research reactor design
technology, all of which can be used to make nuclear weapons;

* Helped Iran develop long-range ballistic missiles by providing materials,
components, desigus, training, experts and testing equipment;

* Sold missile components and/or technology to Brazil, Traq, Libya and Pakistan.
China’s conduct has been roughly the same. China has done the following:

* Essentially created Pakistan’s nuclear weapon program by supplying a nuclear
weapon design, nuclear materials and nuclear technology, including the design of
a clandestine reactor;

* Essentially created Pakistan’s ballistic missile program by providing entire
missile systems, missile components-and missile factories;

* Supplied Iran’s chemical weapon program with poison gas ingredients as well
as poison gas production equipnent;

* Sold Iran missile components and ingredients for missile fuel as well as
complete anti-ship cruise missiles;

* Supplied, according to the CIA, dual-use missile-related items to Libya and
North Korea.

The cumulative effect of these export fransactions can work great changes in world
security. Millions of people in South Asia now face the risk of sudden annihilation because
India and Pakistan ~ presently on the brink of war ~ possess nuclear weapons. India’s nuclear
reactors got a crucial component — heavy water — from both China and Russia at a critical point
in India’s nuclear development. And if one subtracts China’s aid to Pakistan’s nuclear prograr,
there probably wouldn’t be a program.

India and Pakistan also have missiles that can deliver nuclear weapons. The missiles too
were built with help from China and Russia. It is simoply a fact that Chinese and Russian exports
have made the dispute over Kashmir far more dangerous,

Russia is a member of the Nuclear Suppliers Group, the Missile Technology Control
Regime and has adhered to the Chemical Weapons Convention. Russia is also a member of the
Wassenaar Arrangement. China is not a member of the Nuclear Suppliers Group, the MTCR, or
‘Wassenaar, but it has adhered to the Nuclear Nonproliferation Treaty and the Chemical Weapons
Convention. In 1996, China pledged not to assist unsafeguarded nuclear facilities. And
according to the CIA, China has pledged not to transfer missile items covered by Category One
of the Missile Technology Control Regime and not to help any country develop a ballistic
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missile that could deliver nuclear warheads.

Unfortunately, neither of these countries has a good record of keeping its word. The
United States has applied sanctions to Chinese and Russian firms many times. The problem is
that the bad behavior is still going on.

On May 16, the State Department announced — once again — that it had decided to punish
a number of Chinese companies for fueling weapons proliferation. Seven companies and one
Chinese individual were listed for selling Iran items useful for making weapons of mass
destruction. According to the press, Iran got components for cruise missiles, as well as glass-
lined equipment for making chemical agents. The most surprising thing about the list was that it
contained a number of repeat offenders.

The State Department had already punished three of the companies and the individual for
similar offenses before. And a fourth company on the list was indicted for export offenses in
1999. To anyone familiar with these companies, it is obvious that they have become scofflaws.
They don’t care a straw about our policies on nonproliferation.

The question is: what are we going to do about it? Under the sanctions law that has just
been applied, the companies are only barred from doing what they don’t normally do anyway.
They are forbidden to sell goods to the federal government, or receive aid from it, or buy arms
from the United States, or buy items that are controlled for export under the Export
Administration Act. These restraints, however, are not much punishment. The companies don’t
sell things to our government, or get aid from it, or buy American arms. The sanctions may deny
them an occasional itermn controlied for export, but even that doesn’t mean much anymore. The
companies are still free to buy as many high-performance American computers or machine tools
as they want, so long as the computers and machine tools perform at a level just under the level
controlled for export.

It is important to understand what this means. The control levels for most goods have
been moved up to the point where they are quite high - so high that little is left under restraint.
Today, the value of goods licensed for export is only one-tenth of what it was during the cold
war. The reason is simple: Controls have been slashed by ninety percent. The control level for
supercomputers, for example, has now been raised to the point (190 billion operations per
second) where extremely powerful machines are available from the United States without a
license. These machines can perform tasks that are highly useful for nuclear weapon and missile
design. Even a Chinese company that has been sanctioned, or is under indictment, can buy high-
performance American computers to boost its production, and then turn around and sell that
same production to terrorist-supporting nations, despite the indictment and despite the sanctions.

Thus, the very Chinese companies that are now selling missile and chemical weapon
technology to Iran are perfectly free to develop that technology with high-tech American
imports.
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Two of these companies are instructive examples. First, there is the China National
Aero-Technology Import and Export Corporation, known as CATIC. In addition to being
sanctioned last month for helping Iran, this state-owned Chinese company was indicted in 1999
and fined last year for diverting American machine tools to a Chinese cruise missile and military
aircraft plant. The machines had produced parts for the B-1 strategic bomber and the MX
nuclear missile. CATIC was charged with lying to get the machines out of the United States in
1995 by promising to restrict them to civilian use.

Yet, by January 2000, the Commerce Department was trying to get other federal agencies
to agree to allow one of CATIC’s sister companies, the Xian Aero Engine Company, to buy the
same kind of American machine fool that CATIC was indicted for diverting. The sister company
makes engines for China’s military aircraft, including the nuclear-capable H-6 strategic bomber.
Despite the fact that China refuses to allow the United States to verify where controlled
American products actually wind up in China, the Commerce Department still Tobbied for the
export. The point here is that CATIC's illegal acts did not really burden CATIC’s organization,
which is known as Aviation Industries of China. The organization was still eligible to import
sensitive American machine tools, simply by ordering through a different subsidiary.

A second example is the China Precision Machinery Import and Export Corporation. In
addition to being sanctioned last month for helping Iran, this state-owned company was
sanctioned in 1993 for supplying nuclear-capable missiles to Pakistan. It also sold Iran anti-ship
cruise missiles in the mid-1990's, and at least one press report has linked it to Libya’s missile
efforts. It, too, is part of a large organization ~ known as the China Aerospace Corporation. If
that corporation wants to buy sensitive American equipment, it can still place an order through
another subsidiary, just as CATIC’s organization did.

Despite the notorious conduct of both of these companies, neither has been put on the
Commerce Department’s watch Iist of dangerous companies in China. This “entity” list (Part
744, Supplement No. 4, of the Export Administration Regulations) requires that an exporter
apply for a license before shipping to firms that might constitute a proliferation risk. In fact, not
a single one of the repeat offenders that the State Department just sanctioned is on this list, Tt is
logical to ask why not, The list contains only nineteen Chinese companies, which is a
ridiculously low number in light of the scores of companies that deserve to be on it. Last
November, in testimony before this Subcommittee, I submitted a list of fifty Chinese companies
that are well-known to be dangerous, and that should be included on the list. By leaving the
companies that were just sanctioned off the list, the Commerce Department is preserving their
access to American exports, despite their bad behavior.

Congress could take some simple steps to remedy these shortcomings. First, instead of
banning only licensed exports to these companies, Congress should ban all American trade with
them, A company should not be able to buy high-performance American computers on Monday
and send missile parts to Iran on Tuesday. The price of proliferation ought to be a denial of all
U.S. trade, both to these companies and from them,
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Second, their organizations should be affected. An organization should not be able to
proliferate through one subsidiary and buy American goods through another. Our sanctions laws
simply do not present a deterrent to China’s large, state-owned organizations. Through their
recidivist subsidiaries, they are thumbing their noses at us.

The remedy is to bar American exports up the corporate chain as well as down. The
corporate parent, as well as the corporate subsidiary, should be included in a total trade ban. By
affecting a wider range of companies, we might cause China’s military-industrial organizations
to take our views on arms proliferation more seriously.

Third, we could extend the duration of the sanctions. The sanctions just imposed will last
but two years. Instead of simply ignoring these companies after that time, we should place them
on the Commerce Department’s warning list. If the companies have done something bad enough
to deserve sanctions, they are dangerous enough to be on the list. American exporters should be
required to get government approval (an export license) before dealing with them. A minimum
period of three years on the list would be reasonable.

Fourth, we could bar the employees of these companies from entering the United States.
Before buying the American machine tools that it illegally diverted in the 1990's, CATIC sent a
team of specialists to inspect the machine tools at a factory in Columbus, Ohio, This visit was
an integral part of CATIC’s deception campaign, which included fraud in obtaining the export
license. It would have been much better for the United States if these officials had been stopped
at the border.

Fifth, we could engage our allies and frading partners. When we cut off trade witha
company because of an export violation, we should ask our allies to do the same. A request for
assistance should go out immediately, so that our exporlers are not undercut. Having our allies
join us would increase the pressure on the offending exporter, and push it into the position of an
international pariah - which it deserves to be.
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Questions for the Record Submitted to
Assistant Secretary John S. Wolf
by Chairman Daniel K. Akaka
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 1:

On May 9, 2002, Richard Boucher announced that the U.S. was
sanctioning 14 different entities in several countries for
viclating the Iran Nonproliferation Act of 2000. However, under
the State Department’s Federal Register entry on the same date,
only 12 sanctioned entities were listed. Can you explain this
discrepancy? Were the other two that were not listed Russian
entities?

Answer:

This current (May 2002) Iran Nonproliferation Act of 2000 (INPA)
report i1s the fourth' INPA report submitted to Congress to date.
In the current report, the U.S. imposed penalties on 12
different entities. The U.S. previously sanctioned other
entities in previous INPA reports. The total number of
different entities sanctioned in all four report submissions is

14. None of these sanctioned entities is Russian.
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Questions for the Record Submitted to
Assistant Secretary John S. Wolf
by Chairman Daniel K. Akaka
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 2:
Of the entities sanctioned by the U.S. for viclating the Iran
Nonpreoliferation Act, two were Armenian and two were Moldovan.
Does the U.S. have export control assistance programs with the
former Soviet states other than Russia? If not, do you believe
it may be necessary to expand current programs to other former
Soviet States?
Answer:

The U.S. has extensive export control assistance programs with

the former Soviet states.

The‘Nonproliferation Buréau (NP) manages the interagency
Export Control Assistance Program (ECAP), which is actively
assisting all former Soviet states, with the exception of
Belarus and Georgia (the larger Border Security and Law
Enforcement program for Georgia is not managed by NP since it is
not directly related to nonproliferation). The budget for ECAP
in these former Soviet states (excluding Russia) in FYO01,

including FY01l Supplemental funds, totaled $44.5 million.

ECAP draws on the expertise from our in-country program
advisors and from other U.S. agencies such as Commerce, Energy,

Defense, Customs, and Coast Guard to implement the program.

ECAP addresses all aspects of the recipient countries’ export
control systems, including legal framework, licensing process,

border control, and enforcement.
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Questions for the Record Submitted to
Assistant Secretary John S. Wolf
by Chairman Daniel K. Akaka
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 3:

Of the 12 entities listed to be sanctioned on May 9, 2002, eight
were Chinese entities. The Federal Register only mentioned that
these entities were sanctioned because of the “transfer to Iran
of equipment and technology controlled under multilateral export
control lists.” The Chinese said that these sanctions were
unreasonable. Which multilateral export lists were violated by
the Chinese companies?

Answer:
We have not declassified this information. It is reported in

the classified INPA report submitted to Congress -on May 9, 2002.
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Questions for the Record Submitted to
Assistant Secretary John 8. Wolf
by Chairman Daniel ¥. Akaka
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 4:
The worldwide total of lost, stolen, and abandoned radiocactive
sources could be staggering. As many as 10,000 to 20,000
organizations in the former Soviet Union may be using different
types of these radioclogical devises. The International Atomic
Energy Agency (IAEA) recently released a proposal on steps to
contrel radicactive sources and prevent nuclear terrorism. How
is the Department of State working with the IAEA to prevent
nuclear terrorism?
Ansver:
The Department is working closely with the International Atomic
Energy Agency (IAEA)} to reduce the threat of nuclear terrorism.
After September 11%", the IAEA examined its existing programs and
proposed ewpanding certain activities and developing new cnes to
respond to the enhanced threat of nuclear terrorism. In March,
the Agency’s Board of Governors approved the resulting three-—
vear, $11 million a year effort to improve the security of
nuclear material and facilities and radiocactive materials, as
‘'well as detection of and response to malicious acts involving
them. The United States has provided $5.7 million to the IAEA
in support of this program. Of this amount, $1.0 million is

devoted to new activities focused on the safety and security of

radicactive sources. We are currently funding a U.S. expert to
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provide full-time support at IAEA headquarters to address the

problem of radicactive sources.

The Department is involved with other initiatives as well.
We are working to advance the recently announced Tripartite
Initiative between the United States, Russia and the IAEA to
tighten security on radioactive materials in the former Soviet
Union outside of Russia that could be used in a radiological
dispersal device. Under this program; the Department is
facilitating the use of Department of Energy expertise to work
with the IAEA in identifying and securing these radiocactive
materials. In addition, the Department has also recently
approved a Nonproliferation and Disarmament Fund project that
will make radiation safety experts available to cooperate with

the IAEA to help secure radicactive material on a global scale.

To improve the physical security of nuclear material, the
Department has been working to reinforce and strengthen the
Convention on Physical Protection of Nuclear Material (CPPNM).
The Convention currently establishes specific obligations on
States Parties for the physical protection of nuclear material
used for peaceful pﬁrposes in international transport and
storage. In addition, the CPPNM obligates States Parties to
cooperate in the recovery and protection of stolen nuclear

material and establish as criminal offenses the misuse and
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threats of misuse of nuclear materials to harm the public and to
prosecute or extradite for prosecution those accused of
committing such offenses. We seek to extend the Convention to
cover the physical protection of nuclear material used for
peaceful purposes in domestic use, storage and transport and for
physical protection to prevent sabotage of nuclear material and

nuclear facilities used for peéceful purposes.

Question 5:

In response to my question on U.S.-China cooperation on export
controls, Mr. Borman said that diplomatic and policy goals would
have to be established and agreed upon before the Department of
Commerce could begin discussions on technical assistance. Do
you have a timeline or set of goals in your discussions with the
Chinese offices on export control policy issues?

A: We have raised export control policy issues with China on
numerous occasions. For example, we continue to urge China to
fully implement, as soon as possible, its November 2000
commitment to promulgate comprehensive missile-related export
controls. It has not yet done so. We also continue to urge

China to ensure full and effective enforcement of all of its

export controls,
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Questions for the Record Submitted to
Assistant Secretary John S. Wolf
by Senator Thad Cochran
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 6:

The United States has sanctioned one Chinese individual, Q.C.
Chen, threeé times for chemical weapons transfers to Iran.

¢ Have the Chinese taken any action to punish and halt
transfers from this individual?

Answer:
Q.C. Chen has been sanctioned under two of the four Iran

Nonproliferation Act of 2002 (INPA) reports submitted to date.

However, we are unaware whether the Chinese have taken action

against him.
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Questions for the Record Submitted to
Assistant Secretary John S. Wolf
by Senator Thad Cochran
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 7:

In your testimony you stated, “we have offered Moscow lucrative
incentives to end sensitive cooperation with Iran.”

e Could you tell us what these incentives were?

e What was the reaction of the Russian Government t& your
offer? '

e Does the Russian government unequivocally share our views
that the development of nuclear weapons by Iran is

_undesirable?

e If they do, then how do you account for the difference
between that view and their actions?

Anéwer:

We have been engaged in an intensive, high-level effort to
persuade Moscow to end cooperation in the areas of missiles and
sensitive nuclear facilities and refréin from advanced

conventional weapons transfers. At the Kananaskis G-8 summit,

President Bush pressed President Putin to end such cooperation.

To advance our diplomatic efforts to end sensitive Russian
cooperation with Iran, we have offered the Russians incentives,

such as U.S. consent for U.S.-origin spent fuel to be stored in
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Russia -- a carrot poténtially worth $20 billion over the long

term to the Russians.

Although Moscow shares our interest in preventing Iran from
gaining nuclear weapons or long-range missiles, it also has
great interest in the economic, political, and strategic
benefits of cooperation with Iran. The Russian Government has

claimed that there is no ongoing ballistic missile or sensitive

nuclear cooperation with Iran.

We will continue to resolutely press the Russians at sehior
levels to end sensitive Russian assistance to Iran's weapons
programs and will follow-up on some elements of progress that

the President made on this issue at the Summit.
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Questions for the Record Submitted to
Assistant Secretary John S. Wolf
by Senator Thad Cochran
Sc. on International Security, Proliferation and Federal Services
Committee on Governmental Affairs
June 6, 2002

Question 8:

I am troubled by the recent need to sanction entities in Moldova
and Armenia because it indicates that additional sources of
weapons of mass destruction technology are becoming available
from states of the Former Soviet Union other than Russia.

What actions have the Moldovan and Armenian Governments
taken in response to our sanctions?

A: On many occasions, the U.S. has discussed with the

Governments of Armenia and Moldova our proliferation concerns
regarding the activities of the Armenia and Moldovan entities
recently sanctioned under the INPA. Although this dialogue did
not preveanthe proliferation activities which triggered the
recentvINPA sanctions, it did result in Moldova shutting down
the problematic corporate entity, passing new export control

legislation and adopting implementing regulations to tighten the

government control over the transfer of sensitive technologies.

Our discussions concerning the sanctioned Armenian entities have:
underscored the need for Armenia to continue efforts to improve

its export control enforcement and legislation.
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QUESTIONS FOR THE RECORD SUBMITTED TO MR. BORMAN WITH
ANSWERS TO ADDITIONAL QUESTIONS
FROM CHATIRMAN DANIEL K. AKAKA
SENATE GOVERNMENTAL AFFAIRS SUBCOMMITTEE
ON INTERNATIONAL SECURITY, PROLIFERATION AND FEDERAL SERVICES

JUNE 6, 2002 HEARING ON RUSSIA AND CHINA:
NON-PROLIFERATION CONCERNS AND EXPORT CONTROLS

Questionl: The Commerce Department maintains a watch list of Chinese companies called the
“entity” list. This list, per Export Administration Regulations, requires an exporter to apply for a
license before shipping to firms that might constitute a proliferation risk. What process do you
use to put companies on this watch list? Are any of the companies recently sanctioned by the
State Department on the list, and if not, why not?

Answer: The Bureau of Industry and Security (BIS) maintains several lists of foreign entities
subject to increased vigilance to help ensure U.S.-origin items are not diverted for unauthorized
uses. Generally, the Entity List (Supplement No. 4 to Part 744 of the Export Administration
Regulations (EAR)) contains the names of foreign entities - not just Chinese - that are involved
in indigenous weapons of mass destruction programs. For example, the Entity List names certain
research institutes in China, India and Pakistan that are belicved to be involved in indigenous
WMD programs in those countries. Generally, all items subject to the EAR, whether on the
Commerce Control List (CCL) or not, require an individual license to be exported to the listed
entities. Foreign entities are placed on the Entity List to help ensure that U.S.-origin items are
not diverted to such end-uses.

Entities are placed on the Entity List through an interagency process involving the Depurtments
of Commerce, State, Defense, and Energy and the intelligence community. When an agency
believes the action of a foreign entity warrants placement on the Entity List, it makes that
recommendation to the other agencies. The agencies review the recommendation and decide
whether the facts warrant listing the entity on the list, and if so, whether there are important
intelligence, law enforcement or other considerations that weigh against listing the entity.

None of the foreign persons recently sanctioned by the Department of State are currently on the
Entity List. These persons were sanctioned pursuant to specific statutes requiring the imposition
of sanctions because of contributions by these persons to the weapons programs of third
countries, not because of their role in any indigenous weapons programs. These statutes typically
require the denial of license applications for the export or reexport of items that require a license
under the EAR. For example, in the case of sanctions under the Iran-Iraq Arms Nonproliferation
Act of 1992, all license applications for exports or reexports to or from sanctioned persons will
be denied. In the case of sanctions under the Iran Nonproliferation Act of 2000, all license
applications for the transfer to sanctioned persons of controlled items will be denied and any
existing licenses will be suspended.

None of the agencies involved in reviewing the most recent sanction impositions also sought to
have these persons added to the Entity List. However, BIS is drafting a rule that will set forth the
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policy of denial applicable to the export or reexport of specified items to persons sanctioned by
the Department of State pursuant to statute. This role will also make the involvement in an export
or reexport transaction by persons sanctioned for proliferation-related activities a “red flag”
(Supplement No. 3 to Part 732 of the EAR). A “red flag” requires heightened scrutiny by the
exporter before proceeding with a transaction in which a sanctioned person is a party.

Question 2: OnMay 9, 2002, the Department of State anniounced the U.S. was sanctioning 14
different entities in several countries for violating the Iran Nonproliferation Act of 2000. This is
the third time since September that sanctions have been imposed on Chinese companies for arms-
related sales. In fact, one of the individuals listed has been sanctioned several times in the past.
What impact will these sanctions have on these companies? Does the U.S. government have
contracts with them?

Answer: For items subject to the EAR, the sanctions mean that any item requiring a Department
of Commerce license to be exported or reexported to a sanctioned person will be denied. Items
that require a Department of Commerce license are those that have the most significant potential
to harm U.S. national security or foreign policy interests.

The State Department would be the appropriate department to describe any other impact,
including whether these sanctioned persons have any contracts with the United States
government.

Question 3: Of the entities sanctioned by the U.S. for violating the Iran Nonproliferation Act,
two were Armenian and two were Moldovian. Does the U.S. have export control assistance
programs with former Soviet states other than Russia? If not, do you believe it may be necessary
to expand current programs to other former Soviet states?

Answer

The United States does have export control assistance programs with most of the former Soviet
states, including Armenia and Moldova. The Department of Commerce has conducted nine
technical exchanges on various aspects of export controls with the government of Moldova since
Tanuary 1998 and has plans for additional exchanges. As a result of the program with Moldova,
that country enacted an export control law in July 2000 and implementing regulations, including
adoption of the European Union control list, in April 2002. With Armenia, the Department of
Commerce has conducted 5 technical exchanges since June 1997. As a result of the program, the
Armenian government is developing a second draft of a new export control law, which now
awaits approval by the Armenian parliament.

The United States also has export control assistance programs with other former Soviet
Republics: the Republic of Kazakhstan, the Kyrgyz Republic, the Republic of Uzbekistan, the
Republic of Tajikistan, the Republic of Azerbaijan, Ukraine, and Georgia. With U.S. assistance,
the Republic of Kazakhstan, the Republic of Tajikistan, Belarus, Lithuania, and Georgia have
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passed export control laws. Other Republics are at various stages of passing an export control
law, Furthermore, because a number of these countries are more points of transit for strategic
goods rather than manufacturers, the United States is working with these republics on a regional
transit agreement which would oblige the republics to share information on strategic goods
transiting through the region.

Question 4: Do you have some way of quantifying your accomplishments in assistance to
Russian export controls? Have you established metrics in order to determine the effectiveness of
different programs?

Answer: The Department of Commerce has a model country plan for its technical exchanges on
export controls with Russia and all of the other countries of the former Soviet Union. The model
plan identifies a total of 56 objectives in five functional areas (i.e., Program Administration and
System Automation, Legal Foundation and Regulatory Development, Licensing Procedures and
Practices, Export Enforcement Mechanisms, and Industry - Government Relations). The
Department of Commerce has targeted 37 of the 56 objectives in its on-going technical exchange
program in Russia so far and has met 20 of these objectives fully with demonstrable progress on
several others. Please see the attached documents for more detail.
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QUESTIONS FOR THE RECORD SUBMITTED TO MR. BORMAN WITH

ANSWER TO ADDITIONAL QUESTION
FROM SENATOR THAD COCHRAN
SENATE GOVERNMENTAL AFFAIRS SUBCOMMITTEE
ON INTERNATIONAL SECURITY, PROLIFERATION AND FEDERAL SERVICES

JUNE 6, 2002 HEARING ON RUSSIA AND CHINA:
NON-PROLIFERATION CONCERNS AND EXPORT CONTROLS

Question 1: When the State Department sanctions an entity, why don’t these companies and
individuals also get placed on the Commerce Department’s Entity List?

Answer: Entities are placed on the Entity List (Supplement No. 4 to Part 744 of the Export
Administration Regulations (EAR)) through an interagency process involving the Departments of
Commerce, State, Defense, and Energy and the intelligence community. Generally, all items
subject to the EAR, whether on the Commerce Control List (CCL) or not, require an individual
license for export to the listed entities. The Entity List is designed to list foreign entities that are
involved in indigenous weapons of mass destruction programs. For example, the Entity List
names certain research institutes in China, India and Pakistan that are believed to be involved in
indigenous WMD programs in those countries. Placement on the Entity List is designed to help
ensure that U.S.-origin items are not diverted to such end-uses.

Persons sanctioned by the Department of State are not automatically added to the entity list
because they may have been sanctioned for a variety of reasons. The most recent State
Department sanctions (May 9, 2002 and July 9, 2002) were imposed on a number of Chinese
entities - principally trading companies and brokers - because of contributions by these persens to
the weapons programs of third countries, not because of their role in any indigenous weapons
programs. These entities do not meet the criteria normally employed for including an entity on
the Entity List. None of the agencies involved in reviewing the most recent sanction impositions
sought to have these persons added to the Entity List.

That stated, the Bureau of Industry and Security is drafting a rule that will set forth the policy of
denial applicable to the export or reexport of specified items to persons sanctioned by the
Department of State pursuant to statute. For example, in the case of sanctions under the Iran-Iraq
Arms Nonproliferation Act of 1992 (July 9, 2002), all license applications for exports or
reexports to or from sanctioned persons will be denied. In the case of sanctions under the Iran
Nonproliferation Act of 2000 (May 9, 2002), all license applications for the transfer to
sanctioned persons of controlled items will be denied and any existing liccnses will be
suspended. This rule also will make the involvement in an export or reexport transaction by
persons sanctioned for proliferation-related activities a “red flag” (Supplement No. 3 to Part 732
of the EAR). A “red flag” requires heightened scrutiny by the exporter before proceeding with a
transaction in which a sanctioned person is a party.
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DEPARTMENT OF COMMERCE/BXA
EXPORT CONTROL COOPERATION

RUSSIA

Program Overview

Export control cooperation with Russia began in April of 1994, and has included to date 75 technical
exchanges (excluding symposia), over eight years. Divided into functional areas, the exchanges occurred
in the following categories:

Program Administration and System Automation 4
Legal Foundation and Regulatory Development 3
Licensing Procedures and Practices 4
Enforcement Mechanisms 5
Industry-Government Relations 59

Overall, Russia is about 40% through the Commerce/BXA Nonproliferation and International Export
Control Cooperation Program (See Program Performance Tracking Chart for Russia and the associated
Model Country Program Plan).

Russia’s most significant progress has been made in the legal and regulatory area where it is estimated that
five of the five or 100% of the desired outcomes have been achieved. Particularly noteworthy is the
enactment of a comprehensive export control law in July 1999.

Russia’s greatest requirements are in the enforcement and industry-government refations areas. Informing
enterprises of their export control obligations and strengthening export conirol compliance at the enterprise
level is high priority in Russia.
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Commerce/BXA Program Performance Tracking Chart: Russia
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1G3.2.5 1095 K5 32510/09 {RASA) Moscow Moscow loscaw 1G3.2.5 10/99
aluge Kaluga 1G3.260302 | (RASA) (RASA) Kaluga
1G3.251399 | 163251199 | Saransk 163260342 | IG3260302 | 1G3.260302 | 1G3.2511/99
Dverzhinsk Dverzhinsk 163260402 | Saransk Sasansk Saransk Dverzhinsk
1G3.2511/%% 1G3.2.511/9% Cheiyabusk 1G 3.2.6 04702 1G 3.2.6 04/02 1G 5.26 04/02 1G3.2.5 1199
Ulyanovsk Ulyanovsk 165260502 | Chelyabinsk | Chelyabinsk Chelyabinsk Ulyanovsk
1G3.2.512/99 1G3.2.5 12/99 Kazan 1G 3.2.6 05402 1G 3.2.6 05/02 1G3.2605/02 1G3.2.512/99
Novousalsk Novouralsk 163260602 | Kazan Kazan Kazan Novouralsk
1G32.51/00 1G3.2.5 100 Kaliningrad 1G 3.2.6 06/02 1G 3.2.6 06/02 1G3.26 06/02 1G3.2.5 /00
Saratov. Saratov 1G 3.2.6 06/02 Kalinit d Kalini d Kali d Saratov
1G3.2.5 200 1G3.2.5 200 Omsk G 3.2.6 06/02 1G 3.2.6 06/62 1G 3.2.6 06/02 1G3.23 200
Rostov Rastov G 326067/02 st sk ms! Rostov
1G3.2.5 300 1G3.2.53/00 Samara 1G 3.2.6 07/02 1G 3.2.6 07/02 1G 3260702 1G3.2.5 3/00
Moscow Moscow 1G 3.2.6 07/02 Samara Samara mara Moscow
1G 3.2.5 3/00 1G3.2.53/00 {rkutsk 1G 3.2.6 07/02 1G3.26 07/02 1G 3.26 07/02 1G 3.2.5 3/00
Moscow Moscow 1G 3.2.6 09/02 Trkutsk Irkutsk. Irkatsk ascow
1G 3.2.5 4/00 1G3.2.5 4100 WNizhny 1G 3.2.6 09/02 1G3.26 09102 1G 3.2.6 09/02 1G3.2.54/00
Kraszodar rasnodar Novgorod Nizhny Nizhny Nizhny rasnodar
16325500 | 16325500 | 1G32.610/02 | Novgored ovgor * | Novgorod 1G3.2.5 5/00
Barnaul Bamaul Saratov G326 10/02 1G 3.2.6 10/02 1G 3.26 10/02 Bamaul
1G3.2.5 6/00 1G3.2.5 600 1G32611/02 Saratov Saratov Saratov 1G3.2.5 600
St Pete St Pete Kolomaa Ki326 11402 1G32.6 1102 1G3.2611/02 St Pete
1G 325 7/00 16325700 1G 326 11/02 Kolomna Kolomna Kolomna 1G 3.2.5 706
Krasnoyarsk Krasnoyarsk Moscaw 1G3.26 11402 1G3.2.6 11102 1G3.26 11/02 Krasnoyarsk
1G 3258400 1G:3.2.5 8700 1G3.26 1202 Moscow Moscow Moscow 1G3.2.5 8/00
Viadivostok V.adivostok Ryazan 1G3.26 12402 1G 3.2.6 1202 1G3.25 12102 Vizdivostok
1G3.25 1100 1G3.25 11/00 1G 32601403 Ryazan Ryazan Ryazan 1G3.2.5 11400
Volvograd Volvograd Tambov 1G 32601403 1G 3.2.6 01103 1G 3,26 01/03 Voives
iG3.25 /01 1G3.2.5 1/01 1G 3.2.6 0203 Tambov Tambov Tambov 1G3.2.5 101
Uzhevsk evsi Yarostavl iG 32602403 1G 3.2.6 02703 1G 3.26 02/03 Uzhevsk
1G3.253/01 1G32.53/01 1G3.2.603/03 Yaroslavi Yaroslavl Yaroslavl 1G3.2.53/01
Penza Penza Uiz 1G3.2.6 03163 1G 3.2.6 03403 1G 3.2.6 03/03 Penza
G 3.2.6 64103 Ufa Uta Ufa
1G3.25ETRL 1G 3.25 ETRI Barnaut 1G 3.2.6 04/03 1G 3.2.6 0403 1G 3.2.6 04/03 1G3.2.6 5700
00 00 Bamaul Barnaul Barnaul Moscow
1G325ETRI 1G325ETRI 1G3.266/00
00 00 Samara
1G325ETR1 1G 3.2.5 ETRE 1G3.2.6 10/00
00 Viagimir
1G 3.2.5 ETRI 1G 3.2.5 ETRI 1G 3.2.6 12/00
Voronezh
IG325ETRY 1G3.25 ETRI 1G3.2.6 2/01
® o Nizhny Novgor
1G3.26 401
Yekaterinburg
1G3.2.6 5/01
Briansk
1G3.2.6 6/01
Tuia
1G 3.2.6 7/01
Rostov
1G32.3 ETRE
163
1G
iG325ETRL
iG 3.2.5 ETRU
1G9 1G1a IGL1 1G12 IG13 IG14 1G15

3199

9400
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Industry-Government Relations (IG)

ICP-related Workshops Only-Continued
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List of Total Desired Outcomes and Supporting Evidence

Program Administration and System Automation

To create awareness of, willingness to work in the international community to address common
threats.

Evidence:

e NIS Membership in Nuclear Nonproliferation Treaties
http://www.cns.mijs.edu/db/nisprofs/shared/intorgs/nnptreat.htm
» [AEA Membership and Safeguard Agreements
http://www.cns.miis.edu/db/nisprofs/shared/intorgs/iacasafe.htm
¢ Member in Nuclear Safety Agreements
http://www.cns.miis.edu/db/nisprofs/shared/intorgs/nucsafty.htm
«  Table of Membership in Multilateral Control Regimes
http://projects.sipti.se/expcon/natexpeon/country_matrix.htmi

BEE  To identify or create government and nor-government organizations responsible for export
control.

Evidence:

e Diagram of the Russian Federation Export Control System (Source: Russian Center on Export

Controls) http://www expcon.ru/strukt/organ/org_ind.htm
e  Organizational Chart of the Russian Export Control System

»  Report DRussia: Export Controlsl] prepared by the Center for Nonproliferation Studies of the
Monterey [nstitute of International Studies. E

To obtain commitment of government and norrgovernment organizations responsible for export
controls to cooperate in one or more of the five functional areas.
Evidence:

*  Nonproliferation and Export Control (NEC) Cooperation Technical Information Center:
http://www .nectic.bxa.doc.gov/nec_frameset.htmf
BB To Identify a key decision-maker in each aforementioned entity to work in the cooperation
program.

Evidence:

e Names, addresses, and phone numbers http://www expeon.cu/strukt/organ/org_ind.htm

o Report DRussia: Export Controlsl prepared by the Center for Nonproliferation Studies of the
Monterey Institute of International Studies.

To develop a country program plan and schedule of technical exchanges.

Evidence:
e Nonproliferation and Export Control (NEC) Cooperation Technical Information Center:

http://www.nectic.bxa.doc.govinec _frameset html
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To establish an interagency mechanism to coordinate export control administrative and
enforcement activities. .

To create an expert group in country to deploy export control training materials.

To modernize and automate the export control system.

To adopt international export control policies and practices.

To establish government commitment to support an automated export control system project.

To assess and define export control automation requirements and to develop a project plan to meet
those requirements.

To install an export control automation system in country and verify that it is being used to
process licenses.

To improve technological capability in country to disseminate export control information.
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Legal Foundation and Regulatory Development

To create an awareness of the authorities necessary to maintain an effective export control system
consistent with international standards.

Evidence:

*  Report DRussia: Export Controlsl] prepared by the Center for Nonproliferation Studies of the
Monterey Institute of International Studies.

EER 7o assess the current legal authorities for adequacy for an effective export control system.
Evidence:
e “NEC index of “RF Kev Decrees and Legislative Acts” and sample document (Resolution No. 57

“On Further Strengthening of Export Control for DualUse Items Related to Weapons of Mass
Destruction”)

e Report [Russia: Export Controlsll prepared by the Center for Nonproliferation Studies of the
Monterey Institute of International Studies.

! To draft and/or amend authorities as necessary to support an effective export control system.
Evidence:
e “NEC index of “RF Key Decrees and Legislative Acts” and sample document (Resolution No. 57
“On Further Strengthening of Export Control for DuakUse Items Related to Weapons of Mass
Destruction™)

»  On-line Collection of Export Control Normative Acts
http//www expeon.ru/strukt/liter/litr_ind.htm

To establish a process for review and comment on new or amended legal framework by
appropriate governmental bodies, such as legislative, judiciary and executive, and industry.

Evidence:
*  Russian Federation Law on Export Control (Draft — Post First Reading)

http://www.cns.miis.edw/db/nisprofsirussia/cexcon/ff._ruexc.htm
http://www.cns.miis.edu/db/nisprofs/russia/cexcon/ff_ruexc.htm

e Draft Reporting Cable “Commerce/BXA Hosts Export Control Legislative Forum for Export
Control Officials”

To obtain participation of all relevant governmental bodies in the process of creating a legal
framework.

Evidence:

¢ Russian Federation Law on Export Conirol
http://\yww.cns.miis.edu/db/nisprofs/russia./cexcon/ff ruexc.htm

LR 6  To draft and adopt laws, decrees and regulations to implement the export control system.
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Licensing Procedures and Practices

To identify institution(s) responsible for executing and/or implementing export control laws and
regulations.

Evidence:

e Organizational Chart of the Russian Export Control System

e Diagram of the Russian Federation Export Control System (Source: Russian Center on Export
Controls) http://www expcon rw/strukt/organ/org_ind.htm

BB To establish an entity or mechanism that brings all relevant expertise in the country to bear on
licensing decisions.

Evidence:

e QOrganizational Chart of the Russian Export Contrel System

e Diagram of the Russian Federation Export Control System (Source: Russian Center on Export
Controls) hitp://www.expcon.ru/struki/organ/org_ind.htm

BE]  To adhere to intemnational export control standards and regimes.
Evidence:

e Table of Membership in Muitilateral Control Regimes
http://projects.sipri.se/expcon/natexpcon/country_matrix.htm]

.
EBA  To adopt control lists that conform with international regime lists.
Evidence:

e Russian Control Lists http://www.expcon.ru/strukt/prod/prod_ind.htm

e “NEC index of “RF Key Decrees and Legislative Acts” and sample document (Resolution No. 57
“On Further Strengthening of Export Control for DuakUse Items Related to Weapons of Mass
Destruction™)

LP5  To establish a mechanism for determining whether something is controlled (Le., product
classification)

LB 6  To verify that classification decisions are based on control lists that conform with international
regime lists.

EP7  To develop a professional core of licensing officials.
LP8  To establish rules about when a license is required.

LP9  Toestablish procedures for obtaining an export license.
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LP 10 To establish a time frame to making a license decision.

LP 11 To adopt a national control list that is based on the EU/US model.

To establish a mechanism for government and industry to discuss what is controlled and how

LP12
controls are implemented.
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Enforcement Mechanisms

To obtain government commitment to establish an enforcement unit, with full faw enforcement
authorities, which is specifically responsible for export control issues.

Evidence:

o Report [Russia; Export Controlsl] prepared by the Center for Nonproliferation Studies of the
Monterey Institute of International Studies.

EM2 To delineate, by law and regulation, duties and responsibilities for enforcing export control laws.
EM 3 Todevelop and train a professional core of export control enforcement officers.

EM 4 Todevelop procedures for evaluating parties involved in export, re-export, transit and
transshipment transactions.

To include enforcement recommendations in licensing decisions.

Evidence:
¢ (Classified Cable State Moscow 017840, 7/13/98

e “Russia Promises to Stop Companies From Aiding Iran’s Missile Program,” New York Times,
1/16/98 .

®  “U.S. Gets Russia’s Firm Vow to Halt Missile Aid to Iran,” New York Times, 1/16/98
e “Russia Quits Giving Iran Help On Missiles,” Milwaukee Sentine! and Journal, 1/3/98

*  Russia to Curb Missile Technology "Leakage,” ITAR-TASS, 2/25/60; FBIS Document
FTS$20000225000375 ’

EM6 Todevelop an end-use check program, including pre-license and post-shipment checks.

EM7  Toestablish a partership between enforcement and industry in order 1o improve industry
compliance and enforcement effectiveness.

EMS8 To create government willingness to engage in cooperative investigations and enforcement
activities with other responsible nations. -

EM9 To involve enforcement officials in efforts 1o strengthen regional export control cooperation.

EM 10 To have enforcement officials work cocperatively with U.S. or other nations’ export control
officers in developing export control enforcement training programs.



85

Industry-Government Relations

To establish government willingness to include indusiry perspectives in the national export control
system.

Evidence:

e Reporting Cable for 12/96 [ndustry-Government Relations in Export Control Conference
(Cable Classified Secret Level)

e Methodological Guidelines for the Establishment of ‘Tnternal Export Control Compliance
Programs hitp://www_cns.miis.edw/db/misprofs/russia/cexcon/update/ff_ruupd.htm

IG-2  To institutionalize export controls in the corporate culture.

IG3  To establish a partnership between government and industry in the operation of a national export
control system.

IG'4  To create government commitment to assist exporters in complying with export control laws and
regulations.

IG5 To establish government equality in administering the licensing system and mechanisms for
contesting lcensing decisions.

To allow the establishment of non-government groups that represent industry interests.
Evidence: '
e Center on Export Controls (Source: Russian Center on Export Controls - http://www.expeon.ru/)

- To establish government commitment to support Internal Control Programs for industry and to
implement ICP-related training in key industry sectors.

Evidence:

*  On-line Collection of Export Control Normative Acts
http://www expcon.ru/strukt/liter/litr_ind.htm

e Federal Law on Export Control, Article 16
http://www.cns.miis.edu/db/nisprofs/russia/cexcon/ff_ruexc.htm

e Methodological Guidelines for the Establishment of Internal Export Control Compliance
Programs http://www.cns.miis.edu/db/nisprofs/russia/cexcon/update/ff_ruupd.htm

o “Security Council Working Group Supports Export Control Cooperation with US,” ITARTASS,
23 June 1999; in "Russia-US Talks on Export Control Considered Expedient," FBIS Document

FTS19990623001475. httpy/www .cns.miis.edu/db/nisprofs/russia/cexcon/ff_ruexc.htm

To customize, test, and refine the ICP development software.

Evidence:
» Internal Control Program Development Software (Russian)

o Internal Control Program Development Software (CEC Website)
http://www .expcon.ru/



1G9
1610
1G.1t
1612
IG13
1G 14
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To implement the administrative elements of an ICP in 50% of key industry sectors.

’fo implement the administrative elements of an ICP in 75% of key industry sectors.

To implement the screening elements of an ICP in 25% of key industry sectors.

To implement the screening elements of an ICP in 50% of key industry sectors.

To implement the screening elements of an ICP in 75% of key industry sectors.

To verify that ICP process and procedures are being properly implemented in key industry sectors.

To improve export control awareness in key industry sectors.
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GOVERNMENTAL AFFAIRS SUBCOMMITTEE
ON INTERNATIONAL SECURITY, PROLIFERATION
AND FEDERAL SERVICES HEARING ON
RUSSIA AND CHINA: NON-PROLIFERATION CONCERNS AND EXPORT CONTROLS
JUNE 6, 2002

QUESTIONS FOR MR. DAVID ALBRIGHT
FROM SENATOR THAD COCHRAN

Responses from David Albright
October 6, 2002

1.) In your testimony you talked about the lack of a culture supporting export controls in Russia.
* Do you believe that it is possible to develop this support?

Yes

e What needs to be done to do so?

The Russian government must allocate more resources to the implementation of its export
controls laws and regulations. It also must stress that exports to secret nuclear weapons
programs are bad for business and dangerous for the world and that violators will be punished
severely.

Russia needs to place more emphasis on the goal of stopping the spread of nuclear
weapons, other weapons of mass destruction, and ballistic missiles. As part of this effort, it
must develop a better appreciation for the threats of proliferation, particularly in developing
countries such as Iran and Iraq, and convey that concern to Russian enterprises. Although
Russian officials recognize in general that effective national export control systems are a
necessary part of working toward non-proliferation goals, they often downplay proliferation
risks in practice. This attitude sends a mixed signal to enterprises engaged in international
business.

To improve Russia’s export control culture, the government and enterprises must
emphasize the prevention of nuclear proliferation over specific sales and contracts. Support
for such a course of action is not widespread in Russian enterprises, many of which are
desperate for business. A key requirement of any such effort is the willingness of employees
to raise questions about a sale and management’s willingness to require and support such
efforts.

Immediate priorities include creating effective internal compliance systems at enterprises
and developing adequate practices to ensure that end users are legitimate and verified. An on-
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going priority is ensuring adequate education and training of Russian government and
enterprise personnel in export control laws, regulations, and methods.

Both the Russian government and enterprises must have effective and severe penalties for
anyone who engages in illicit exports or otherwise aids a nuclear weapons program. Penalties
strong encugh to deterillegal activity are currently missing both at the governmental and
enterprise level.

The United States has a critical role to play in improving Russian export culture. In
particular, it must make a long-term commitment to help Russia create and implement an
adequate export control system. To that end, the United States needs to commit additional
funding and expertise to help the Russian government. It should also continue pressing its
concerns that Russian assistance, whether deliberate or inadvertent, is aiding secret nuclear

weapons program or, at a minimum, increasing tensions in volatile regions.

2.) Both Russia and China have assisted in the development of the nuclear infrastructure in Iran.
The Intelligence Community assesses that this technology and the contacts made during its
development could be used by Iran to develop nuclear weapons.

Do Russia and China share our view that the development of nuclear weapons by Iran is
unquestionably a bad thing?

The Russian government believes that the development of nuclear weapons by
Tran is unquestionably a bad thing.

The problem is that Russia seeks sales in Iran without thoroughly investigating
their end-use, under-appreciates the risk of its exports being diverted to a nuclear
weapons program, over-rates the effectiveness of its own export control system to prevent
ilficit sales, and trusts too much in the ability of current International Atomic Energy
Agency (IAEA) safeguards to detect secret nuclear weapons or weapons-related activities
in Iran. In addition, too many Russian officials and specialists have the erroneous belief
that Iran could not make a nuclear weapon even if it could obtain the necessary items or
help from Russia.

Is there anything we can do to convince the Russians and Chinese that they are assisting
Iran in the development of nuclear weapons even when they are participating in quote
“ctvilian projects” and dissuade them from providing nuclear assistance?

Again, I limit my comments to Russia.
The United States should continue engaging Russia on this issue, despite the

controversy it generates. A purely sanctions approach is ineffective in obtaining the
necessary changes in Russia. In addition, engagement provides multiple opportunities to
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both change Russian government policy and improve the effectiveness of Russian export
controls.

‘While continuning to press for Russia to end its nuclear or nuclear-related dealings
with Iran, the United States should also try to reduce the more immediate dangers posed
by these exporis to Iran. In particular, the United States should continue to press that
Russia maintain its stated commitment to take back spent fuel from the Bushehr nuclear
power reactor once it operates. The United States should also press Russia to work
together with other countries to insist that Iran sign and ratify the new IAEA advanced
safeguards Protocol. The strengthened inspection procedures and rules in the Protocol
would make it significantly more difficult for Iran to hide any nuclear activities.
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QUESTIONS FOR THE RECORD SUBMITTED TO MR. MILHOLLIN WITH
ANSWERS TO ADDITIONAL QUESTIONS
FROM SENATOR THAD COCHRAN
SENATE GOVERNMENTAL AFFAIRS SUBCOMMITTEE
ON INTERNATIONAL SECURITY, PROLIFERATION AND FEDERAL SERVICES

JUNE 6, 2002 HEARING ON RUSSIA AND CHINA:
NON-PROLIFERATION CONCERNS AND EXPORT CONTROLS

Questionl: Mr. Milhollin, you testified before this Subcommittee back in 1997 during a hearing
we had on Chinese proliferation.

Since then, do you think China has made a decision to halt its proliferation activities in
accordance with all of its promises and obligations?

Do you think the Chinese Government will make the concerted effort needed to halt this
proliferation?

Angwer: There is no evidence that China has made a decision to halt its proliferation activities
since I testified 1997. In fact, on July 26, 2002 the press reported that the U.S. State Department
had sanctioned eight Chinese firms and two individuals for selling arms to Iran. The companies
include several Chinese firms that have been sanctioned in the past. The companies were: the
Jiangsu Yongli Chemical and Tectnology Import-Export Corporation, the China Machinery and
Equipment Import-Export Corporation, the China National Machinery and Electric Bquipment
Import-Export Corporation, CMEC Machinery and Electrical Import-Export Corporation, CMEC
Machinery and Electrical Import-Export Corporation, China Machinery and Electric Equipment
Import-Export Corporation, Wha Cheong Tai and the China Shipbuilding Trading Corporation
(CSTC). The two men sanctioned were Q. C. Chen and Hans Raj Shiv, an Indian national. The
sanctions were reportedly imposed based on intelligence reports of sales of advanced
conventional weapons to Iran.

The sanctions in July followed on the heels of other U.S. sanctions imposed in May 2002 against
a group of 14 Chinese and European arms exporters. The press reported that their offense was
selling cruise missile and chemical weapons goods to Iran in violation of the 2000 Iran
Nonproliferation Act. According to press reports, the Chinese entities sanctioned for the
chemical weapons goods inclnded the Liyang Chemical Equipment Co., and the Zibo Chemical
Equipment Plant (also known as Chemet Global Ltd.), the Wha Cheong Tai Co., and the China
National Machinery and Electric Equipment Import and Export Co. The Chinese entities
sanctioned for the missile component sales were the China Shipbuilding Trading Co., the China
Precision Machinery Import/Export Corp. and the China National Aero-Technology Import and
Export Corp.

Judging from the repeated violations by some of these Chinese firms, it seems unlikely that the
Chinese government will do much to stop proliferation in the future.
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Question 2: Mr. Milhollin, in your testimony you mentioned that the companies and individuals
sanctioned by the State Department aren’t denied access to the dual-use items that are on the
Commerce Control List. A number of previous hearings we held have shown that these dual-use
items often can be used for the development of weapons of mass destruction and ballistic
missiles.

Why are the companies that are sanctioned by the State Department not placed on the
Commerce Department’s Entities List?

What impact could placing these companies and individuals on the Commerce
Department’s Entities List have on them?

Answer: I strongly believe that these companies should be placed on the Commerce
Department's "entities list." The fact that they consistently sell dangerous technology to countries
that are trying to develop weapons of mass destruction shows that these companies cannot be
trusted with American exports. It makes sense to reguire U.S. government scrutiny-in the form
of an export license-for their imports from the United States.
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